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nP1a mipn 5.1

MXAN NN IP MaIND2a X¥NIn pmMan Arnmn ny¥ia nrpan 5.1.1

.87.71.198.196

MNoniy Mmoo 5.2
81.218.125.63 .5.2.1
81.218.125.64 .5.2.2

81.218.253.194 .5.2.3

222NN DNS mamno 5.3

mail.k-m.org.il - 81.218.125.63 .5.3.1
maill.k-m.org.il — 81.218.125.64 .5.3.2

bzgq-218-253-194.red.bezeqint.net - 81.218.253.194 .5.3.3

A122N0Y D'NN9 09 5.4

IP ADDRESS PORT DETAILS
81.218.125.63 143 IMAP
81.218.125.63 443 OWA (Disabled)
81.218.125.63 1720 H323q931
81.218.125.63 3400 Red Sophos
81.218.125.63 5060 SIP
81.218.125.63 5061 SIP TLS
81.218.125.64 143 IMAP
81.218.125.64 1720 H323q931
81.218.125.64 3400 CSMS2
81.218.125.64 5060 SIP
81.218.125.64 5061 SIP TLS
81.218.253.194 264 Check Point FireWall-1 Topology
81.218.253.194 443 HTTPS
81.218.253.194 18264 ICA certificate registration
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PP TaN 290N .6
A122N0Y D'NNS DN nwa .6.1
: (https://mail.k-m.org.il/owa) 81.218.125.63 N21Nd>2  .6.1.1
.TCP 443 0192 OWA pwnn% ngm nnvp .6.1.1.1
41N2n N Mo prnnn .6.1.1.1.1

< C' @& mailk-m.org.ilfowa/auth/logon.aspx?url=https://mail k-m.org.il/owa&reason=0

Server Error in '/owa' Application.

The resource cannot be found.

Description: HTTP 404. The resource you are looking for (or one of its dependencies) could have been removed, had its name changed, or is temporarily unavailable. Please review the following URL and make sure that it is spelled correctly.

Requested URL: Jowa/auth/logon aspx

.Mobile ActiveSync Sy p1 Svio S nn mw .6.1.1.1.2

.Sophos NN S Red 2'21% Nera — TCP 3400 LD N NN .6.1.1.2

C A Notsecure htps//mailk-m.org.il:3400

o Centficate X

General Datails Certification Path

(@ Certicate information

This cortificate cannot be verified up to  trusted
certification autherity.

=

Issued to: red_server

Tssued by: Kiryat Malachi Municipality Remote Ethernet
Device CA

Vot o2 2 This site can’t provide a secure connection
e mail.k-m.org.il didn't accept your login certificate, or one may not have been provided.
Try contacting the system admin.
o]

ERR_BAD_SSL_CLIENT_AUTH_CERT

Jwnn NN Yoin %2pnn , TCP 1720 vmoa .6.1.1.3

€« C @ mailk-morgil1720 Qg

B

This site can’t be reached

The webpage at http://mail.k-m.org.il:1720/ might be temporarily down or it may have
moved permanently to a new web address.

ERR_UNSAFE_PORT
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https://mail.k-m.org.il/owa

(x'x oon) ORI 03 XA DR ' =T R

YWDRYA NP NMY

29T NINON DY AR YT pir=t~l |
: (https://maill.k-m.org.il/owa) 81.218.125.64 n21nd2  .6.1.2

éEﬂ
'/ .Sophos NN ¥ Red 2'D1% nra — TCP 3400 LNDH N NN .6.1.2.1

A Notsecure | hitpsi//mail1.k-m.org.il.:3400

o# Certificate x
General Details  Certification Poth

@R Certificate Information

This certificate cannot be verified up to 2 trusted
certification authority.

This site can't provide a secure connection

Tssued to: red_server

Tssued by: Kiryat Malachi Municipality Remate Etheret
Device CA

Vaiid from 01/01/2010 te 01/01/2038

mail1.k-m.org.il didn't accept your login certificate, or one may not have been provided.

[rm—— . .
Try contacting the system admin.

| ERR_BAD_SSL_CLIENT_AUTH_CERT

Jwnn NN Yon %2pnn , TCP 1720 b9 .6.1.2.2

@ maillk-m.org.il:1720

=]

This site can’t be reached

The webpage at https://mail1.k-m.org.il:1720/ might be temporarily down or it may
have moved permanently to a new web address.

ERR_UNSAFE_PORT
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(x'x o) "DRDIE 7= XA DR H N3 RPR

SOARDA NP NP

B T2 NINPN DY MR YT pan B

© (bzq-218-253-194.red.bezegint.net) 81.218.253.194 n1Nd1  .6.1.3
XA NYTIN NYapnn - TCP 443 U M9Y N N .6.1.3.1

201 2'>72 121N, TCP 18264-1 TCP 264 D'NINDN D'VNON O HY .6.1.3.2

.Checkpoint
C A Notsecure hips//81.218.253.194
an Certificate X
General Details Certification Path
Certification path
bl ca
5] gwfasaesd
This page isn't working
This CA Root certificate is not trusted because it is not in the Trusted
Root Certification Authorities store. . B
81.218.253.194 didn't send any data.
ERR_EMPTY_RESPONSE

08-8500892. UpT ,08-8500861 .90 , WWW.K-m.org.il ,20 j"1a 12 “1w ,1 1.0 *3ax9n.p N w

itay@k-m.org.il



(x,'x oxvn) DRI TS NP DX 77 3SR

SOARDA NP NP

:o'XsnPnRn oo L7

D'Mne MY 7.1 1N22 X ‘
NPOMS IP MAINDY Port-1 N NYAAM AR DIRY Ports NNMD T
1252
.D'MNS D09 NPMD np™1a Mnan
.021Y5 D'NIND O'0D 1X¥N1 , maill.k-m.org.il mail.k-m.org.il MmN oD™p asn

DX NYTINA NV X 2'an OWA pwnn - TCP 443 019
LNV NIXRY N2'ON 021V MNO - TCP 1720 b9
JIPVPN i D215 MN9 — Sophos RED 2'21 — TCP 3400 09

.02V 0D'MN9 0'V9 188N ,81.218.253.194 NQIND2 1D 1ND
NIX N2'ON D722 MND1T NN DX 2N WX — TCP 443 01D

O

,MMS'N N2IND2 12 IR NNUN AMNa X5Y Port-2 Na1Tn 120N NXN
AN 1"m5NY IX ,"n'0M% X5 MI'PA 121 D MIYOX s
o8I 1o

N5 N9'wn nnn
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mN2% MW NX 52N N OxM "N Port-2 wan'win minn N2 yvisnab mshnn
99D IP
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2N
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JOX NPAS M0 IP N2INDY P WoXM

mayn

08-8500892. UpT ,08-8500861 .91 , WWW.K-m.org.il ,20 j"m 12 “1w .1 1.0 *an9n.p N 1w

itay@k-m.org.il
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]
tr

naosn .7.2 1Nl Xp1

M50 NI9%N YINW 'R | NPT

.NI98N D D'NMIYX D'217101M90 MMNIYPN ME21N NPT | ApTa MNan

SSL nMoxna nD>'mn nnmp ,TCP 443 09 81.218.253.194 MiND1 | D™p Asn
TP NIDY¥NA NDNAN NAAT ,NDNY/NN12 NI9¥N NN (SSLCipher)
.64-bit, 128-bit, 3DES S¥
M5ya% mawnan RC4 xnon (Cipher Suites) NM19¥NA ND'AN NNMp ,901

.ND1N1 NNhLVAX NNN
.Checkpoint 2'>72 21N

Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

Name Code KEX Auth Encryption MaC

DES-CBC3-SHA Ox@8, Ox04A R5A RSA 3DE5-CEC[158:| SHAL
The Tields above are :

{Tenable ciphername}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}

MITM (Man In The Middle) N9pNn Mysnxa N198NN NAyD | 120N XN

n211 nnnnn NM1"'ao

n"mra 1190 Nn"

.12 D21pnn 9% Cipher Suits-1 N19%N 211010192 NO'AN NYTAN | Visah misbnn
.N"WaN NX NN9N Checkpoint-n 2'271% ND2 AT DN

:Cipher Suites "a2% y1Tn% p™Merp | myn
o https://csrc.nist.gov/CSRC/media/Publications/sp/800-52/rev-
2/draft/documents/sp800-52r2-draft2.pdf
o https://github.com/OWASP/CheatSheetSeries/blob/master/cheats
heets/TLS_Cipher_String_Cheat Sheet.md
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('R,'% DNM) "":1\'573 S RO BN T =S RPR

928D NP Y

B TI2OXT MNDN DY IRRM 00U pan B

1P91INY NIN"TI MP*TaN XN — 'K ND0)

NMAP .8

1TV12 MpM0N .NMAP NIDIN Mysnx2 Domains-N NM2IND S mpmo vy 8.1
5w 1N, 0'MNO (Ports) 0'VND 12X ,NNIYNN NPONN DM DN 19 1125
"IN TN S nHYon Movm NI ivnn Y

NMN NPMoM TCP :17,101192 0'MNS DYNI'A NTRRANN NIIXIN Npon 8.2
.UDP 21,101192 ' MNSD D'MY'w2 NTpnnn

P12 S Ty ono 8.3
:TCP .8.3.1

nmap -sV -p 1-6553%
A -v 81.218.253.194 8

:UDP .8.3.2

nmap -sU -v
top-ports 1000 81.218

Nessus .9
JIZ00 MI/21N ANKD NN SY NIDINN NIYYSAXRA NNTPNN NP0 Nysia 9.1

- NPYTAN MIXNIN S TivN 190 9.2
:By Host .9.2.1

¢

K-M_External_Scan_a
2hj09.html

:By Plugin .9.2.2

¢

K-M_External_Scan_6
ilpgb.html

:BY CSV  .9.2.3

I,
3
K-M_External_Scan_t
ztgfl.csv
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