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לכבוד : 






        סימוכין: Malachi10618
גדעון רחמים, מנמ"ר
עיריית קריית מלאכי
הנדון : מבדק חדירה תשתיתי חיצוני (Penetration Testing)
תמצית מנהלים

1. כללי

1.1. בהמשך לבקשתכם, בוצע מבדק חדירה תשתיתי חיצוני (Penetration Testing), לכתובת IP חיצוניות של התשתית המקומית ברשת של עיריית קריית מלאכי (להלן "העירייה").
1.2.  בחינת חדירות ברמת התשתית נועדה לשם:
1.2.1. גילוי חולשות והגדרות שגויות בהיבטי אבטחת מידע.
1.2.2. בחינת תאימות לדיווחי אבטחת מידע ידועים.
1.2.3. מערכות הפעלה ושירותים ברשת שאינם מעודכנים/ללא תמיכה, 
המכילים חולשות אבטחה (Vulnerabilities) ידועות.
1.2.4. שירותים (Ports) פתוחים בגישה חופשית מהאינטרנט היכולים להעיד על פעילות 
זדונית, או שלא ברורה מטרת השימוש בהם ויכולים לסייע בהשגת גישה למידע רגיש/הגדרות מערכת. 
1.2.5. תאימות להיבטי אבטחת מידע כלליים והיבטי רגולציה של תקנות הגנת הפרטיות 
(אבטחת מידע) התשע"ז-2017, ועמידה בדרישות תקנה 5.
2. עיקר סיכום הבדיקה

2.1. לא הושגה גישה בפועל למשאבים רגישים. 
2.2. קיימים פערים בעיקר בנושאים:  
2.2.1. הצפנות, שירותים פתוחים לעולם.
3. ריכוז הממצאים:
3.1. סה"כ ממצאים על פי סיכון:

	קריטית
	גבוהה
	בינונית
	נמוכה

	0
	0
	1
	1
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3.2. תקציר הממצאים:
	סעיף
	תיאור הממצא / סיכון
	המלצות לביצוע
	חומרה
	סעיף ממצא

	כללי
	

	3. 
	בכתובות שנמסרו, נמצאו פורטים פתוחים מסיבה שאינה ידועה.
	בדיקת מהות השימוש ב-Port הנ"ל והאם ניתן להסיר/להגביל את השירות.
	נמוכה
	7.1

	3. 
	בכתובות שנמסרו, קיימת תמיכה בהצפנות SSL (SSL Cipher) וחבילות הצפנה (Cipher Suites) ברמת הצפנה בינונית/נמוכה.
	הגדרת תמיכה בפרוטוקולי הצפנה ו-Cipher Suits לפי המקובל בשוק. 
	בינונית
	7.2


בברכה,

בנימין ברוך
יועץ אבטחת מידע טכנולוגי
פריימסק
4. קביעת רמת הסיכון של ממצאי המבדק חדירה
4.1. חומרת החשיפה (Impact) 
4.1.1. הערכת עוצמת ההשפעה של האיום על הפגיעוּת במידה ויתממש האיום. עוצמת הנזק יכולה להיות מדורגת הן במונחים כמותיים והן במונחים איכותיים. הדירוג הכמותי ישקף את ההשפעה של הזנק במונחים כספים, בעוד שהדירוג האיכותי (נמוך, בינוני, גבוה) ישקף את ההשפעה של הנזק על שלושת האלמנטים של אבטחת המידע: חיסיון, אמינות וזמינות, על המידע של העירייה.  Confidentiality, Integrity and Availability = CIA Model.
	נמוך
	בינוני
	גבוה


	· אין שינוי או שקיים שינוי מינורי בנכס המידע (סיכון לחסיון או לאמינות).
· השפעה שלא ניתן למדוד או השפעה מינורית על עלויות התמיכה, הפרודוקטיביות או התחייבויות עסקיות (סיכון לזמינות).
	· נזק בינוני/מתון או הפסד, משפיע על שיטות עסקיות פנימיות וגורם לגידול בהוצאות תפעוליות או לצמצום ההכנסות (סיכון לחיסיון או לאמינות).
· השפעה ניכרת על עלויות התמיכה והפרודוקטיביות. ללא השפעה עסקית שניתנת למדידה (סיכון לזמינות).
	· נזק חמור או מלא לנכס, נראה מבחוץ, משפיע על רווחיות או הצלחת העסק (סיכון לחסיון או לאמינות).
· עלויות תמיכה משמעותיות או ביטול התחייבויות עסקיות (סיכון לזמינות)
גידול שניתן למדידה בעלויות תמיכה או התחייבויות עסקיות (סיכון לזמינות) .


4.2. סבירות ההתממשות (Probability):
4.2.1. הערכת רמת ההסתברות להתממשות אירוע אבטחה, כך שאיום מסוים יתממש וינצל חולשה או פרצת אבטחה קיימת. הערכת הסבירות מתבססת על תדירות או על ההסתברות לקיומו של אותו אירוע. רמת סבירות נמוכה מעידה על אפשרות נמוכה להתממשות הסיכון. חישוב מידת הסבירות נובע מהגורמים הבאים:
4.2.1.1. מוטיבציה.
4.2.1.2. וקטורי תקיפה, כגון: אוכלוסיית התוקף, גישה פנימית לעומת גישה מרחוק,  פופולריות הניצול ומיכון הניצול.
4.2.1.3. קיום בקרות והאפקטיביות שלהן.

	נמוכה
	בינונית
	גבוהה

	· אוכלוסיית תוקפים קטנה- נדרש ידע פנימי.
· לא ניתן לניצול מרחוק.
· נדרשות הרשאות גבוהות (Admin).
· שיטת הניצול לא מפורסמת בהיקף רחב.
· לא אוטומטי.
· חולשה עקיפה.
	· אוכלוסיית תוקפים בינונית – מומחים.
· לא ניתן לניצול מרחוק.
נדרשות הרשאות של משתמש
שיטת הניצול לא מפורסמת בהיקף רחב
לא אוטומטי
חולשה ישירה
	אוכלוסיית תוקפים גדולה – “Script-kiddies”
ניתן לניצול מרחוק
לא נדרשות הרשאות
שיטת הניצול מפורסמת בהיקף רחב
אוטומטי
חולשה ישירה


4.3. דירוג רמת הסיכון ותיעדוף:
4.3.1. נובעת משקלול של עוצמת הנזק הפוטנציאלי בגין מימוש הנזק, למול ההסתברות שהאיום יתממש בפועל. 
	רמת הסיכון
	תיאור הסיכון ופעולות נחוצות

	גבוה
	כאשר ממצא מדורג ברמת סיכון גבוהה, קיים צורך גדול לפעולות מתקנות. מערכת קיימת יכולה להמשיך לפעול, אבל נדרש להגדיר תכנית לפעולות מתקנות בהקדם האפשרי.

	בינוני
	כאשר ממצא מדורג ברמת סיכון בינונית, נחוצות פעולות מתקנות והגדרת תכנית לשילוב הפעולות בזמן סביר (תוכנית עבודה של השנה הנוכחית). 

	נמוך
	כאשר ממצא מדורג ברמת סיכון נמוכה, הגורם המוסמך יקבע האם נדרשות פעולות מתקנות או יחליט לקבל את הסיכון.


4.4. להלן טבלת חום המגדירה את רמת הסיכון המשוקלל :
רמת סיכון = חומרת החשיפה * רמת ההסתברות
	
	הסתברות נמוכה
	הסתברות בינונית
	הסתברות גבוהה

	רמת עוצמה נמוכה
	נמוך
	נמוך
	בינוני

	רמת עוצמה בינונית
	נמוך
	בינוני
	גבוהה

	רמת עוצמה גבוהה
	בינוני
	גבוהה
	גבוהה


5. טופולוגיה ותצורת רשת
5.1. מקורות בדיקה
5.1.1. הבחינה בוצעה ממחשב הבודק הנמצא בכתובות IP חיצוניות הבאות: 87.71.198.196.
5.2. כתובות שנמסרו:
5.2.1. 81.218.125.63
5.2.2. 81.218.125.64
5.2.3. 81.218.253.194
5.3. כתובות DNS שהתגלו:
5.3.1. 81.218.125.63 - mail.k-m.org.il
5.3.2. 81.218.125.64 – mail1.k-m.org.il
5.3.3. 81.218.253.194 - bzq-218-253-194.red.bezeqint.net
5.4. פורטים פתוחים שהתגלו:
	IP ADDRESS
	PORT
	DETAILS

	81.218.125.63
	143
	IMAP

	81.218.125.63
	443
	OWA (Disabled)

	81.218.125.63
	1720
	H323q931 

	81.218.125.63
	3400
	Red Sophos

	81.218.125.63
	5060
	SIP

	81.218.125.63
	5061
	SIP TLS

	81.218.125.64
	143
	IMAP

	81.218.125.64
	1720
	H323q931 

	81.218.125.64
	3400
	CSMS2

	81.218.125.64
	5060
	SIP

	81.218.125.64
	5061
	SIP TLS

	81.218.253.194
	264
	Check Point FireWall-1 Topology 

	81.218.253.194
	443
	HTTPS

	81.218.253.194
	18264
	ICA certificate registration


6. תהליכי הבדיקה 
6.1. גישה לשירותים פתוחים שהתגלו:
6.1.1. בכתובת 81.218.125.63 (https://mail.k-m.org.il/owa) :
6.1.1.1. קיימת גישה לממשק OWA בפורט TCP 443.
6.1.1.1.1. הממשק סגור לגישה מבחוץ.
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Server Error in '/owa' Application.

The resource cannot be found.
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6.1.1.1.2. שירות המייל פועל רק על Mobile ActiveSync.
6.1.1.2. קיימת גישה לפורט 3400TCP  – גישה לרכיב Red של חברת Sophos.
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6.1.1.3. בפורט TCP 1720, מתקבל חוסר תגובה מהשרת.
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6.1.2. בכתובת 81.218.125.64 (https://mail1.k-m.org.il/owa) :
6.1.2.1. קיימת גישה לפורט 3400TCP  – גישה לרכיב Red של חברת Sophos.
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6.1.2.2. בפורט TCP 1720, מתקבל חוסר תגובה מהשרת.
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6.1.3. בכתובת 81.218.253.194 (bzq-218-253-194.red.bezeqint.net) :
6.1.3.1. קיימת גישה לפורט 443TCP  - מתקבלת הודעת שגיאה.
6.1.3.2. על פי הפורטים הפתוחים 264 TCP ו-18264 TCP, מדובר ברכיב מסוג Checkpoint.
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7. פירוט הממצאים:
	נושא נבחן
	7.1. שירותים פתוחים

	דרישה
	סגירת Ports שאינם בשימוש והגבלת גישה ב- Portלכתובות IP רלוונטיות בלבד.

	הנחיות בדיקה
	סריקת פורטים פתוחים.

	מצב קיים
	בכתובות mail.k-m.org.il ו- mail1.k-m.org.il, נמצאו פורטים פתוחים לעולם.
פורט TCP 443  - ממשק OWA מגיב אך עונה בהודעת שגיאה.
פורט TCP 1720  - פתוח לעולם מסיבה שאינה ידועה.
פורט 3400 TCP – רכיב Sophos RED – פתוח לעולם לקישור IPVPN.
כמו כן בכתובת 81.218.253.194, נמצאו פורטים פתוחים לעולם.
פורט 443 TCP – אשר מגיב בשגיאת רשת ופתוח לעולם מסיבה אינה ידועה.

	תיאור הסיכון
	מדובר ב-Port שלא ברורה מטרת השימוש בו בכתובת חיצונית, ישנה אפשרות כי מדובר בשירות לא לגיטימי, או לחילופין שתוקף יכול לנצל.

	חומרת חשיפה
	נמוכה

	סבירות התממשות
	נמוכה

	רמת סיכון
	נמוכה

	המלצות לביצוע
	בדיקת מהות השימוש ב-Port הנ"ל והאם ניתן להגביל את השירות לכתובות IP ספציפיות. 
בנוגע לממשק ה-OWA, מכיוון שאינו בשימוש, מומלץ לסגור את השירות לגמרי.
בנוגע לגישה לרכיב ה-Red Sophos, מומלץ לסגור את הפורט לעולם ולאפשר רק לכתובת IP מוכרות לגשת אליו.

	הערות
	


	נושא נבחן
	7.2. הצפנה

	דרישה
	אי שימוש בהצפנות חלשות

	הנחיות בדיקה
	בדיקת חולשות הקשורות בפרוטוקולים ואלגוריתמים של הצפנה.

	מצב קיים
	בכתובות 81.218.253.194 בפורט 443TCP , קיימת תמיכה בהצפנות SSL (SSLCipher) ברמת הצפנה בינונית/נמוכה, דוגמת תמיכה בהצפנות בקידוד של 64-bit, 128-bit, 3DES. 
בנוסף, קיימת תמיכה בהצפנות (Cipher Suites) מסוג RC4 הנחשבות לבעלות רמת אבטחה נמוכה.
מדובר ברכיב Checkpoint.
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	תיאור הסיכון
	פענוח ההצפנה באמצעות מתקפת MITM (Man In The Middle)

	חומרת חשיפה
	גבוהה

	סבירות התממשות
	נמוכה

	רמת סיכון
	בינונית

	המלצות לביצוע
	הגדרת תמיכה בפרוטוקולי הצפנה ו-Cipher Suits לפי המקובל בשוק. 
ייתכן ושדרוג גרסה לרכיב ה-Checkpoint תפתור את הבעיה.

	הערות
	קישורים למידע לגבי Cipher Suites:
· https://csrc.nist.gov/CSRC/media/Publications/sp/800-52/rev-2/draft/documents/sp800-52r2-draft2.pdf
· https://github.com/OWASP/CheatSheetSeries/blob/master/cheatsheets/TLS_Cipher_String_Cheat_Sheet.md 


נספח א' – תיאור הבדיקות ודו"חות שהופקו

8. NMAP
8.1. בוצעו סריקות של כתובות ה-Domains באמצעות תוכנת NMAP. הסריקות נועדו לבדוק אילו שירותים גלויים מהרשת החיצונית, אילו פורטים (Ports) פתוחים, זיהוי של ציוד החשוף לרשת, ומערכות הפעלה של הציוד הנ"ל.
8.2. הסריקה הראשונה התמקדה בשירותים פתוחים בפרוטוקול TCP והסריקה השנייה התמקדה בשירותים פתוחים בפרוטוקול UDP. 
8.3. להלן תיעוד של הבדיקות:
8.3.1. TCP:
           
[image: image11.emf]  nmap  - sV  - p  1-65535 A  - v  81.218.253.194 81.218.125.63 81.218.125.64 . xml -


8.3.2. UDP:

[image: image12.emf]  nmap  - sU  - v top - ports  1000 81.218.253.194 81.218.125.63 81.218.125.64 . xml --


9. Nessus

9.1. בוצעה סריקת מתקדמת באמצעות התוכנה על מנת לאתר חולשות ברשת.
9.2. להלן תיעוד של תוצאות הבדיקה - 
9.2.1. By Host:

[image: image13.emf]K - M _ External _ Scan _ a 2 hj 09 . html


9.2.2. By Plugin:

[image: image14.emf]K - M _ External _ Scan _ 6 i 1 pgb . html


9.2.3. BY CSV:

[image: image15.emf]K - M _ External _ Scan _ t ztgf 1 . csv




_1817910107/nmap -sU -v --top-ports 1000 81.218.253.194 81.218.125.63 81.218.125.64.xml
     Starting Nmap 7.91 ( https://nmap.org ) at 2022-01-30 21:08 Jerusalem Standard Time

Initiating Ping Scan at 21:08

Scanning 3 hosts [4 ports/host]

Completed Ping Scan at 21:08, 0.21s elapsed (3 total hosts)

Initiating Parallel DNS resolution of 3 hosts. at 21:08

Completed Parallel DNS resolution of 3 hosts. at 21:08, 16.54s elapsed

Initiating UDP Scan at 21:08

Scanning 3 hosts [1000 ports/host]

Completed UDP Scan against 81.218.253.194 in 9.27s (2 hosts left)

Completed UDP Scan against 81.218.125.63 in 9.86s (1 host left)

Completed UDP Scan at 21:08, 9.86s elapsed (3000 total ports)

Nmap scan report for bzq-218-253-194.red.bezeqint.net (81.218.253.194)

Host is up (0.0080s latency).

All 1000 scanned ports on bzq-218-253-194.red.bezeqint.net (81.218.253.194) are open|filtered



Nmap scan report for 81.218.125.63

Host is up (0.0080s latency).

All 1000 scanned ports on 81.218.125.63 are open|filtered



Nmap scan report for mail1.k-m.org.il (81.218.125.64)

Host is up (0.011s latency).

All 1000 scanned ports on mail1.k-m.org.il (81.218.125.64) are open|filtered



Read data files from: C:\Program Files (x86)\Nmap

Nmap done: 3 IP addresses (3 hosts up) scanned in 26.95 seconds

           Raw packets sent: 6017 (275.169KB) | Rcvd: 32 (1.432KB)
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35291 (1) - SSL Certificate Signed Using Weak Hashing Algorithm
                        -
                    




Synopsis



An SSL certificate in the certificate chain has been signed using a weak hash algorithm.



Description



The remote service uses an SSL certificate chain that has been signed using a cryptographically weak hashing algorithm (e.g. MD2, MD4, MD5, or SHA1). These signature algorithms are known to be vulnerable to collision attacks. An attacker can exploit this to generate another certificate with the same digital signature, allowing an attacker to masquerade as the affected service.
 
Note that this plugin reports all SSL certificate chains signed with SHA-1 that expire after January 1, 2017 as vulnerable. This is in accordance with Google's gradual sunsetting of the SHA-1 cryptographic hash algorithm.
 
Note that certificates in the chain that are contained in the Nessus CA database (known_CA.inc) have been ignored.



See Also





		



		https://tools.ietf.org/html/rfc3279


		http://www.nessus.org/u?9bb87bf2


		http://www.nessus.org/u?e120eea1


		http://www.nessus.org/u?5d894816


		http://www.nessus.org/u?51db68aa


		http://www.nessus.org/u?9dc7bfba










Solution



Contact the Certificate Authority to have the SSL certificate reissued.



Risk Factor



Medium



CVSS v3.0 Base Score



7.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N)



CVSS v3.0 Temporal Score



6.7 (CVSS:3.0/E:P/RL:O/RC:C)



CVSS v2.0 Base Score



5.0 (CVSS2#AV:N/AC:L/Au:N/C:N/I:P/A:N)



CVSS v2.0 Temporal Score



3.9 (CVSS2#E:POC/RL:OF/RC:C)



References






		
		





		BID
		11849




		BID
		33065




		CVE
		CVE-2004-2761




		XREF
		CERT:836068




		XREF
		CWE:310











Plugin Information



Published: 2009/01/05, Modified: 2022/01/14



Plugin Output



81.218.253.194 (tcp/443)




 
The following certificates were part of the certificate chain sent by
the remote host, but contain hashes that are considered to be weak.
 
Subject             : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
Signature Algorithm : SHA-1 With RSA Encryption
Valid From          : Sep 23 22:53:33 2019 GMT
Valid To            : Sep 24 22:53:33 2029 GMT
Raw PEM certificate : 
-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----







42873 (1) - SSL Medium Strength Cipher Suites Supported (SWEET32)
                        -
                    




Synopsis



The remote service supports the use of medium strength SSL ciphers.



Description



The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards medium strength as any encryption that uses key lengths at least 64 bits and less than 112 bits, or else that uses the 3DES encryption suite.
 
Note that it is considerably easier to circumvent medium strength encryption if the attacker is on the same physical network.



See Also





		



		https://www.openssl.org/blog/blog/2016/08/24/sweet32/


		https://sweet32.info










Solution



Reconfigure the affected application if possible to avoid use of medium strength ciphers.



Risk Factor



Medium



CVSS v3.0 Base Score



7.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N)



CVSS v2.0 Base Score



5.0 (CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N)



References






		
		




		CVE
		CVE-2016-2183










Plugin Information



Published: 2009/11/23, Modified: 2021/02/03



Plugin Output



81.218.253.194 (tcp/443)




 
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}







51192 (1) - SSL Certificate Cannot Be Trusted
                        -
                    




Synopsis



The SSL certificate for this service cannot be trusted.



Description



The server's X.509 certificate cannot be trusted. This situation can occur in three different ways, in which the chain of trust can be broken, as stated below :
 
  - First, the top of the certificate chain sent by the     server might not be descended from a known public     certificate authority. This can occur either when the     top of the chain is an unrecognized, self-signed     certificate, or when intermediate certificates are     missing that would connect the top of the certificate     chain to a known public certificate authority.
 
  - Second, the certificate chain may contain a certificate     that is not valid at the time of the scan. This can     occur either when the scan occurs before one of the     certificate's 'notBefore' dates, or after one of the     certificate's 'notAfter' dates.
 
  - Third, the certificate chain may contain a signature     that either didn't match the certificate's information     or could not be verified. Bad signatures can be fixed by     getting the certificate with the bad signature to be     re-signed by its issuer. Signatures that could not be     verified are the result of the certificate's issuer     using a signing algorithm that Nessus either does not     support or does not recognize.
 
If the remote host is a public host in production, any break in the chain makes it more difficult for users to verify the authenticity and identity of the web server. This could make it easier to carry out man-in-the-middle attacks against the remote host.



See Also





		



		https://www.itu.int/rec/T-REC-X.509/en


		https://en.wikipedia.org/wiki/X.509










Solution



Purchase or generate a proper SSL certificate for this service.



Risk Factor



Medium



CVSS v3.0 Base Score



6.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N)



CVSS v2.0 Base Score



6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)



Plugin Information



Published: 2010/12/15, Modified: 2020/04/27



Plugin Output



81.218.253.194 (tcp/443)




 
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :
 
|-Subject : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Issuer  : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca







57582 (1) - SSL Self-Signed Certificate
                        -
                    




Synopsis



The SSL certificate chain for this service ends in an unrecognized self-signed certificate.



Description



The X.509 certificate chain for this service is not signed by a recognized certificate authority.  If the remote host is a public host in production, this nullifies the use of SSL as anyone could establish a man-in-the-middle attack against the remote host. 
 
Note that this plugin does not check for certificate chains that end in a certificate that is not self-signed, but is signed by an unrecognized certificate authority.



Solution



Purchase or generate a proper SSL certificate for this service.



Risk Factor



Medium



CVSS v2.0 Base Score



6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)



Plugin Information



Published: 2012/01/17, Modified: 2020/04/27



Plugin Output



81.218.253.194 (tcp/443)




 
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :
 
|-Subject : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca







65821 (1) - SSL RC4 Cipher Suites Supported (Bar Mitzvah)
                        -
                    




Synopsis



The remote service supports the use of the RC4 cipher.



Description



The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream of bytes so that a wide variety of small biases are introduced into the stream, decreasing its randomness.
 
If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an attacker is able to obtain many (i.e., tens of millions) ciphertexts, the attacker may be able to derive the plaintext.



See Also





		



		https://www.rc4nomore.com/


		http://www.nessus.org/u?ac7327a0


		http://cr.yp.to/talks/2013.03.12/slides.pdf


		http://www.isg.rhul.ac.uk/tls/


		https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf










Solution



Reconfigure the affected application, if possible, to avoid use of RC4 ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser and web server support.



Risk Factor



Medium



CVSS v3.0 Base Score



5.9 (CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N)



CVSS v3.0 Temporal Score



5.4 (CVSS:3.0/E:U/RL:X/RC:C)



CVSS v2.0 Base Score



4.3 (CVSS2#AV:N/AC:M/Au:N/C:P/I:N/A:N)



CVSS v2.0 Temporal Score



3.7 (CVSS2#E:U/RL:ND/RC:C)



References






		
		





		BID
		58796




		BID
		73684




		CVE
		CVE-2013-2566




		CVE
		CVE-2015-2808











Plugin Information



Published: 2013/04/05, Modified: 2021/02/03



Plugin Output



81.218.253.194 (tcp/443)




 
List of RC4 cipher suites supported by the remote server :
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}







69551 (1) - SSL Certificate Chain Contains RSA Keys Less Than 2048 bits
                        -
                    




Synopsis



The X.509 certificate chain used by this service contains certificates with RSA keys shorter than 2048 bits.



Description



At least one of the X.509 certificates sent by the remote host has a key that is shorter than 2048 bits. According to industry standards set by the Certification Authority/Browser (CA/B) Forum, certificates issued after January 1, 2014 must be at least 2048 bits.
 
Some browser SSL implementations may reject keys less than 2048 bits after January 1, 2014. Additionally, some SSL certificate vendors may revoke certificates less than 2048 bits before January 1, 2014.
 
Note that Nessus will not flag root certificates with RSA keys less than 2048 bits if they were issued prior to December 31, 2010, as the standard considers them exempt.



See Also





		


		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf









Solution



Replace the certificate in the chain with the RSA key less than 2048 bits in length with a longer key, and reissue any certificates signed by the old certificate.



Risk Factor



Low



Plugin Information



Published: 2013/09/03, Modified: 2018/11/15



Plugin Output



81.218.253.194 (tcp/443)




 
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :
 
|-Subject        : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-RSA Key Length : 1024 bits
 
|-Subject        : DC=com/DC=checkpoint/DC=vsmp2/O=smp_portals/OU=bezeq5/OU=gateways/CN=gwf99ae8d
|-RSA Key Length : 1024 bits







11219 (11) - Nessus SYN scanner
                        -
                    




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



81.218.125.63 (tcp/143)




Port 143/tcp was found to be open





81.218.125.63 (tcp/1720)




Port 1720/tcp was found to be open





81.218.125.63 (tcp/5060)




Port 5060/tcp was found to be open





81.218.125.63 (tcp/5061)




Port 5061/tcp was found to be open





81.218.125.64 (tcp/143)




Port 143/tcp was found to be open





81.218.125.64 (tcp/1720)




Port 1720/tcp was found to be open





81.218.125.64 (tcp/5060)




Port 5060/tcp was found to be open





81.218.125.64 (tcp/5061)




Port 5061/tcp was found to be open





81.218.253.194 (tcp/264/fw1_generic)




Port 264/tcp was found to be open





81.218.253.194 (tcp/443)




Port 443/tcp was found to be open





81.218.253.194 (tcp/18264)




Port 18264/tcp was found to be open







10287 (3) - Traceroute Information
                        -
                    




Synopsis



It was possible to obtain traceroute information.



Description



Makes a traceroute to the remote host.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 1999/11/27, Modified: 2020/08/20



Plugin Output



81.218.125.63 (udp/0)




For your information, here is the traceroute from 192.168.86.63 to 81.218.125.63 : 
192.168.86.63
192.168.86.1
176.230.246.49
?
 
Hop Count: 3





81.218.125.64 (udp/0)




For your information, here is the traceroute from 192.168.86.63 to 81.218.125.64 : 
192.168.86.63
192.168.86.1
176.230.246.49
?
 
Hop Count: 3





81.218.253.194 (udp/0)




For your information, here is the traceroute from 192.168.86.63 to 81.218.253.194 : 
192.168.86.63
192.168.86.1
176.230.246.49
?
 
Hop Count: 3







11936 (3) - OS Identification
                        -
                    




Synopsis



It is possible to guess the remote operating system.



Description



Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP, SNMP, etc.), it is possible to guess the name of the remote operating system in use. It is also possible sometimes to guess the version of the operating system.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2003/12/09, Modified: 2022/01/18



Plugin Output



81.218.125.63 (tcp/0)




 
Remote operating system : Virtual I/O Server on an IBM PowerVM
Confidence level : 56
Method : MLSinFP
 
Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.
 
SinFP:!:
   P1:B11113:F0x12:W65535:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff01010402010303030101080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=143R
 
 
The remote host is running Virtual I/O Server on an IBM PowerVM





81.218.125.64 (tcp/0)




 
Remote operating system : Virtual I/O Server on an IBM PowerVM
Confidence level : 56
Method : MLSinFP
 
Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.
 
SinFP:!:
   P1:B11113:F0x12:W65535:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff01010402010303030101080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=143R
 
 
The remote host is running Virtual I/O Server on an IBM PowerVM





81.218.253.194 (tcp/0)




 
Remote operating system : Check Point GAiA
Confidence level : 70
Method : Misc
 
Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.
 
SinFP:!:
   P1:B10113:F0x12:W14600:O0204ffff:M1460:
   P2:B10113:F0x12:W14480:O0204ffff0402080affffffff4445414401030307:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=18264R
SSLcert:!:i/O:globali/OU:cas/CN:gwf99ae8ds/O:smp_portalss/OU:gateways
c2e412b60f6214d8e1d527e8f9ec427f6ee62498
 
 
 
The remote host is running Check Point GAiA







12053 (3) - Host Fully Qualified Domain Name (FQDN) Resolution
                        -
                    




Synopsis



It was possible to resolve the name of the remote host.



Description



Nessus was able to resolve the fully qualified domain name (FQDN) of the remote host.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2004/02/11, Modified: 2017/04/14



Plugin Output



81.218.125.63 (tcp/0)




 
81.218.125.63 resolves as mail.k-m.org.il.





81.218.125.64 (tcp/0)




 
81.218.125.64 resolves as mail1.k-m.org.il.





81.218.253.194 (tcp/0)




 
81.218.253.194 resolves as bzq-218-253-194.red.bezeqint.net.







19506 (3) - Nessus Scan Information
                        -
                    




Synopsis



This plugin displays information about the Nessus scan.



Description



This plugin displays, for each tested host, information about the scan itself :
 
  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management     checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2005/08/26, Modified: 2021/09/27



Plugin Output



81.218.125.63 (tcp/0)




Information about this scan : 
 
Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 821 sec





81.218.125.64 (tcp/0)




Information about this scan : 
 
Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 671 sec





81.218.253.194 (tcp/0)




Information about this scan : 
 
Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 474 sec







22964 (3) - Service Detection
                        -
                    




Synopsis



The remote service could be identified.



Description



Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it receives an HTTP request.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2007/08/19, Modified: 2021/04/14



Plugin Output



81.218.125.63 (tcp/143)




The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.





81.218.125.64 (tcp/143)




The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.





81.218.253.194 (tcp/443)




A TLSv1.2 server answered on this port.







25220 (3) - TCP/IP Timestamps Supported
                        -
                    




Synopsis



The remote service implements TCP timestamps.



Description



The remote host implements TCP timestamps, as defined by RFC1323.  A side effect of this feature is that the uptime of the remote host can sometimes be computed.



See Also





		


		http://www.ietf.org/rfc/rfc1323.txt









Solution



n/a



Risk Factor



None



Plugin Information



Published: 2007/05/16, Modified: 2019/03/06



Plugin Output



81.218.125.63 (tcp/0)




81.218.125.64 (tcp/0)




81.218.253.194 (tcp/0)






54615 (3) - Device Type
                        -
                    




Synopsis



It is possible to guess the remote device type.



Description



Based on the remote operating system, it is possible to determine what the remote system type is (eg: a printer, router, general-purpose computer, etc).



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/05/23, Modified: 2011/05/23



Plugin Output



81.218.125.63 (tcp/0)




Remote device type : unknown
Confidence level : 56





81.218.125.64 (tcp/0)




Remote device type : unknown
Confidence level : 56





81.218.253.194 (tcp/0)




Remote device type : firewall
Confidence level : 70







10114 (2) - ICMP Timestamp Request Remote Date Disclosure
                        -
                    




Synopsis



It is possible to determine the exact time set on the remote host.



Description



The remote host answers to an ICMP timestamp request.  This allows an attacker to know the date that is set on the targeted machine, which may assist an unauthenticated, remote attacker in defeating time-based authentication protocols.
 
Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but usually within 1000 seconds of the actual system time.



Solution



Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).



Risk Factor



None



CVSS v3.0 Base Score



0.0 (CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N)



CVSS v2.0 Base Score



0.0 (CVSS2#AV:L/AC:L/Au:N/C:N/I:N/A:N)



References






		
		





		CVE
		CVE-1999-0524




		XREF
		CWE:200











Plugin Information



Published: 1999/08/01, Modified: 2019/10/04



Plugin Output



81.218.125.63 (icmp/0)




The remote clock is synchronized with the local clock.





81.218.125.64 (icmp/0)




The remote clock is synchronized with the local clock.







10863 (1) - SSL Certificate Information
                        -
                    




Synopsis



This plugin displays the SSL certificate.



Description



This plugin connects to every SSL-related port and attempts to extract and dump the X.509 certificate.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2008/05/19, Modified: 2021/02/03



Plugin Output



81.218.253.194 (tcp/443)




Subject Name: 
 
Domain Component: com
Domain Component: checkpoint
Domain Component: vsmp2
Organization: smp_portals
Organization Unit: bezeq5
Organization Unit: gateways
Common Name: gwf99ae8d
 
Issuer Name: 
 
Domain Component: com
Domain Component: checkpoint
Domain Component: vsmp2
Organization: global
Organization Unit: ca
 
Serial Number: 01 31 64 
 
Version: 3
 
Signature Algorithm: SHA-256 With RSA Encryption
 
Not Valid Before: Apr 28 08:17:30 2021 GMT
Not Valid After: Apr 29 08:17:30 2022 GMT
 
Public Key Info: 
 
Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 8A 3E 10 B6 D6 F9 7C 2C 1A 1B 45 23 B1 B0 5F 06 5D D9 93 
            9C A4 71 D9 3F 76 02 95 05 EA CD AE 59 55 8A B6 74 DE A5 56 
            6D BA C0 68 A6 54 C9 1F B2 19 98 1A EA B3 41 0D 22 64 61 BD 
            1E 2B 0A FB 7F 52 90 D4 FE D6 A5 1C F9 1A 6A 0E 26 77 44 E5 
            D1 44 96 11 F9 E2 8D 29 19 88 EC A8 A7 C6 1B 2F 1C 43 23 C1 
            DF BC 48 54 1F 84 81 61 71 07 F6 89 17 E6 DC 98 E5 CC E0 BA 
            36 90 C9 1E 7E 23 7D 94 61 
Exponent: 01 00 01 
 
Signature Length: 128 bytes / 1024 bits
Signature: 00 35 AC 64 D9 08 2A 96 DB E1 AD 96 74 38 28 21 F9 ED 95 32 
           BD 90 79 12 4B D2 8F D7 24 FF 1E 75 92 C1 CF 9C 09 8F 9A CD 
           EA 62 31 9F 1E 90 DA 1A 96 74 54 A9 12 E6 F4 13 49 1F E4 DD 
           C6 A2 55 0C 8B AB 35 F6 D1 B9 FB D6 AA ED EC 1E 7B AF AD 81 
           CA A8 15 5B BC CB 47 D6 E3 EA 1E 8F C8 9E 71 B3 DE E2 12 E2 
           C6 55 92 BD 67 7E D3 BC 6B 85 55 EF ED E1 20 B9 9C 19 E3 21 
           F3 7C D3 21 7A 43 4A 0F 67 
 
Extension: Basic Constraints (2.5.29.19)
Critical: 1
 
 
Extension: Key Usage (2.5.29.15)
Critical: 1
Key Usage: Digital Signature, Key Encipherment
 
 
Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: Web Server Authentication (1.3.6.1.5.5.7.3.1)
 
 
Extension: CRL Distribution Points (2.5.29.31)
Critical: 0
URI: http://bzsmp.checkpoint.com/SMC/crl/SMP_CA_CRL.crl
 
 
Fingerprints : 
 
SHA-256 Fingerprint: 6B 22 57 C7 7D 2D 57 56 30 CB E4 13 38 BC F8 E4 CC E1 5D 6C 
                     BD B8 D5 0D 98 6B 8E F8 51 CA 16 41 
SHA-1 Fingerprint: C2 E4 12 B6 0F 62 14 D8 E1 D5 27 E8 F9 EC 42 7F 6E E6 24 98 
MD5 Fingerprint: 7D FA E7 CC 2C 10 AC 56 68 17 57 93 30 E3 CA 7B 
 
 
PEM certificate : 
 
-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----







11153 (1) - Service Detection (HELP Request)
                        -
                    




Synopsis



The remote service could be identified.



Description



It was possible to identify the remote service by its banner or by looking at the error message it sends when it receives a 'HELP'
request.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2002/11/18, Modified: 2018/11/26



Plugin Output



81.218.253.194 (tcp/264/fw1_generic)




A Check Point FireWall-1 service seems to be running on this port.







11935 (1) - IPSEC Internet Key Exchange (IKE) Version 1 Detection
                        -
                    




Synopsis



A VPN server is listening on the remote port.



Description



The remote host seems to be enabled to do Internet Key Exchange (IKE) version 1. This is typically indicative of a VPN server. VPN servers are used to connect remote hosts into internal resources. 
 
Make sure that the use of this VPN endpoint is done in accordance with your corporate security policy. 
 
Note that if the remote host is not configured to allow the Nessus host to perform IKE/IPSEC negotiations, Nessus won't be able to detect the IKE service. 
 
Also note that this plugin does not run over IPv6.



Solution



If this service is not needed, disable it or filter incoming traffic to this port.



Risk Factor



None



References






		
		




		XREF
		IAVT:0001-T-0900










Plugin Information



Published: 2003/12/02, Modified: 2020/09/22



Plugin Output



81.218.253.194 (udp/500/ike)




Nessus was able to get the following IKE vendor ID(s):
Firewall-1 Unknown Vsn







21643 (1) - SSL Cipher Suites Supported
                        -
                    




Synopsis



The remote service encrypts communications using SSL.



Description



This plugin detects which SSL ciphers are supported by the remote service for encrypting communications.



See Also





		



		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html


		http://www.nessus.org/u?3a040ada










Solution



n/a



Risk Factor



None



Plugin Information



Published: 2006/06/05, Modified: 2021/03/09



Plugin Output



81.218.253.194 (tcp/443)




 
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.
 
SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}







45410 (1) - SSL Certificate 'commonName' Mismatch
                        -
                    




Synopsis



The 'commonName' (CN) attribute in the SSL certificate does not match the hostname.



Description



The service running on the remote host presents an SSL certificate for which the 'commonName' (CN) attribute does not match the hostname on which the service listens.



Solution



If the machine has several names, make sure that users connect to the service through the DNS hostname that matches the common name in the certificate.



Risk Factor



None



Plugin Information



Published: 2010/04/03, Modified: 2021/03/09



Plugin Output



81.218.253.194 (tcp/443)




 
The host name known by Nessus is :
 
  bzq-218-253-194.red.bezeqint.net
 
The Common Name in the certificate is :
 
  gwf99ae8d







45590 (1) - Common Platform Enumeration (CPE)
                        -
                    




Synopsis



It was possible to enumerate CPE names that matched on the remote system.



Description



By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches for various hardware and software products found on a host. 
 
Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the information available from the scan.



See Also





		



		http://cpe.mitre.org/


		https://nvd.nist.gov/products/cpe










Solution



n/a



Risk Factor



None



Plugin Information



Published: 2010/04/21, Modified: 2022/01/28



Plugin Output



81.218.253.194 (tcp/0)




 
The remote operating system matched the following CPE : 
 
  cpe:/o:checkpoint:gaia_os







51891 (1) - SSL Session Resume Supported
                        -
                    




Synopsis



The remote host allows resuming SSL sessions.



Description



This script detects whether a host allows resuming SSL sessions by performing a full SSL handshake to receive a session ID, and then reconnecting with the previously used session ID.  If the server accepts the session ID in the second connection, the server maintains a cache of sessions that can be resumed.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/02/07, Modified: 2021/09/13



Plugin Output



81.218.253.194 (tcp/443)




 
This port supports resuming TLSv1 sessions.







56984 (1) - SSL / TLS Versions Supported
                        -
                    




Synopsis



The remote service encrypts communications.



Description



This plugin detects which SSL and TLS versions are supported by the remote service for encrypting communications.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/12/01, Modified: 2021/02/03



Plugin Output



81.218.253.194 (tcp/443)




 
This port supports TLSv1.2.







57041 (1) - SSL Perfect Forward Secrecy Cipher Suites Supported
                        -
                    




Synopsis



The remote service supports the use of SSL Perfect Forward Secrecy ciphers, which maintain confidentiality even if the key is stolen.



Description



The remote host supports the use of SSL ciphers that offer Perfect Forward Secrecy (PFS) encryption.  These cipher suites ensure that recorded SSL traffic cannot be broken at a future date if the server's private key is compromised.



See Also





		



		https://www.openssl.org/docs/manmaster/man1/ciphers.html


		https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange


		https://en.wikipedia.org/wiki/Perfect_forward_secrecy










Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/12/07, Modified: 2021/03/09



Plugin Output



81.218.253.194 (tcp/443)




 
Here is the list of SSL PFS ciphers supported by the remote server :
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}







58409 (1) - Check Point SecuRemote Hostname Information Disclosure
                        -
                    




Synopsis



The remote host may have an information leak.



Description



Sending a query to the Check Point SecuRemote service can be used to obtain the hostnames of the firewall and the logging or management station.  In some environments this may be considered sensitive information that an attacker could obtain and use to mount further attacks.



See Also





		



		http://www.nessus.org/u?ec13da59


		http://www.nessus.org/u?f4dd7eff










Solution



n/a



Risk Factor



None



References






		
		




		BID
		52430










Plugin Information



Published: 2012/03/21, Modified: 2018/08/17



Plugin Output



81.218.253.194 (tcp/264/fw1_generic)




 
  Firewall host    : gwf99ae8d.Bezeq5
  SmartCenter host : ams2-vsmp-smc01







70544 (1) - SSL Cipher Block Chaining Cipher Suites Supported
                        -
                    




Synopsis



The remote service supports the use of SSL Cipher Block Chaining ciphers, which combine previous blocks with subsequent ones.



Description



The remote host supports the use of SSL ciphers that operate in Cipher Block Chaining (CBC) mode.  These cipher suites offer additional security over Electronic Codebook (ECB) mode, but have the potential to leak information if used improperly.



See Also





		



		https://www.openssl.org/docs/manmaster/man1/ciphers.html


		http://www.nessus.org/u?cc4a822a


		https://www.openssl.org/~bodo/tls-cbc.txt










Solution



n/a



Risk Factor



None



Plugin Information



Published: 2013/10/22, Modified: 2021/02/03



Plugin Output



81.218.253.194 (tcp/443)




 
Here is the list of SSL CBC ciphers supported by the remote server :
 
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}







94761 (1) - SSL Root Certification Authority Certificate Information
                        -
                    




Synopsis



A root Certification Authority certificate was found at the top of the certificate chain.



Description



The remote service uses an SSL certificate chain that contains a self-signed root Certification Authority certificate at the top of the chain.



See Also





		


		https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778623(v=ws.10)









Solution



Ensure that use of this root Certification Authority certificate complies with your organization's acceptable use and security policies.



Risk Factor



None



Plugin Information



Published: 2016/11/14, Modified: 2018/11/15



Plugin Output



81.218.253.194 (tcp/443)




 
The following root Certification Authority certificate was found :
 
|-Subject             : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Issuer              : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Valid From          : Sep 23 22:53:33 2019 GMT
|-Valid To            : Sep 24 22:53:33 2029 GMT
|-Signature Algorithm : SHA-1 With RSA Encryption







136318 (1) - TLS Version 1.2 Protocol Detection
                        -
                    




Synopsis



The remote service encrypts traffic using a version of TLS.



Description



The remote service accepts connections encrypted using TLS 1.2.



See Also





		


		https://tools.ietf.org/html/rfc5246









Solution



N/A



Risk Factor



None



Plugin Information



Published: 2020/05/04, Modified: 2020/05/04



Plugin Output



81.218.253.194 (tcp/443)




TLSv1.2 is enabled and the server supports at least one cipher.







156899 (1) - SSL/TLS Recommended Cipher Suites
                        -
                    




Synopsis



The remote host advertises discouraged SSL/TLS ciphers.



Description



The remote host has open SSL/TLS ports which advertise discouraged cipher suites. It is recommended to only enable support for the following cipher suites:
 
TLSv1.3:
  - 0x13,0x01 TLS_AES_128_GCM_SHA256
  - 0x13,0x02 TLS_AES_256_GCM_SHA384
  - 0x13,0x03 TLS_CHACHA20_POLY1305_SHA256
 
TLSv1.2:
  - 0xC0,0x2B ECDHE-ECDSA-AES128-GCM-SHA256
  - 0xC0,0x2F ECDHE-RSA-AES128-GCM-SHA256
  - 0xC0,0x2C ECDHE-ECDSA-AES256-GCM-SHA384
  - 0xC0,0x30 ECDHE-RSA-AES256-GCM-SHA384
  - 0xCC,0xA9 ECDHE-ECDSA-CHACHA20-POLY1305
  - 0xCC,0xA8 ECDHE-RSA-CHACHA20-POLY1305
  - 0x00,0x9E DHE-RSA-AES128-GCM-SHA256
  - 0x00,0x9F DHE-RSA-AES256-GCM-SHA384
 
This is the recommended configuration for the vast majority of services, as it is highly secure and compatible with nearly every client released in the last five (or more) years.



See Also





		



		https://wiki.mozilla.org/Security/Server_Side_TLS


		https://ssl-config.mozilla.org/










Solution



Only enable support for recommened cipher suites.



Risk Factor



None



Plugin Information



Published: 2022/01/20, Modified: 2022/01/20



Plugin Output



81.218.253.194 (tcp/443)




The remote host has listening SSL/TLS ports which advertise the discouraged cipher suites outlined below:
 
 
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}







Compliance 'FAILED'


Compliance 'SKIPPED'


Compliance 'PASSED'


Compliance 'INFO', 'WARNING', 'ERROR'


Remediations


Suggested Remediations
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K-M_External_Scan_tztgf1

		Plugin ID		CVE		CVSS v2.0 Base Score		Risk		Host		Protocol		Port		Name		Synopsis		Description		Solution		See Also		Plugin Output		STIG Severity		CVSS v3.0 Base Score		CVSS v2.0 Temporal Score		CVSS v3.0 Temporal Score		Risk Factor		BID		XREF		MSKB		Plugin Publication Date		Plugin Modification Date		Metasploit		Core Impact		CANVAS

		10114		CVE-1999-0524		0		None		81.218.125.63		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The remote clock is synchronized with the local clock.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		81.218.125.63		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.86.63 to 81.218.125.63 : 
192.168.86.63
192.168.86.1
176.230.246.49
?

Hop Count: 3
										None								11/27/99		8/20/20

		11219						None		81.218.125.63		tcp		143		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 143/tcp was found to be open										None								2/4/09		1/28/22

		11219						None		81.218.125.63		tcp		1720		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1720/tcp was found to be open										None								2/4/09		1/28/22

		11219						None		81.218.125.63		tcp		5060		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5060/tcp was found to be open										None								2/4/09		1/28/22

		11219						None		81.218.125.63		tcp		5061		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5061/tcp was found to be open										None								2/4/09		1/28/22

		11936						None		81.218.125.63		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Virtual I/O Server on an IBM PowerVM
Confidence level : 56
Method : MLSinFP

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SinFP:!:
   P1:B11113:F0x12:W65535:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff01010402010303030101080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=143R

 
The remote host is running Virtual I/O Server on an IBM PowerVM										None								12/9/03		1/18/22

		12053						None		81.218.125.63		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
81.218.125.63 resolves as mail.k-m.org.il.
										None								2/11/04		4/14/17

		19506						None		81.218.125.63		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 821 sec
										None								8/26/05		9/27/21

		22964						None		81.218.125.63		tcp		143		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.										None								8/19/07		4/14/21

		25220						None		81.218.125.63		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		54615						None		81.218.125.63		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : unknown
Confidence level : 56
										None								5/23/11		5/23/11

		10114		CVE-1999-0524		0		None		81.218.125.64		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The remote clock is synchronized with the local clock.
				0						None				CWE:200				8/1/99		10/4/19

		10287						None		81.218.125.64		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.86.63 to 81.218.125.64 : 
192.168.86.63
192.168.86.1
176.230.246.49
?

Hop Count: 3
										None								11/27/99		8/20/20

		11219						None		81.218.125.64		tcp		143		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 143/tcp was found to be open										None								2/4/09		1/28/22

		11219						None		81.218.125.64		tcp		1720		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1720/tcp was found to be open										None								2/4/09		1/28/22

		11219						None		81.218.125.64		tcp		5060		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5060/tcp was found to be open										None								2/4/09		1/28/22

		11219						None		81.218.125.64		tcp		5061		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 5061/tcp was found to be open										None								2/4/09		1/28/22

		11936						None		81.218.125.64		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Virtual I/O Server on an IBM PowerVM
Confidence level : 56
Method : MLSinFP

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SinFP:!:
   P1:B11113:F0x12:W65535:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff01010402010303030101080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=143R

 
The remote host is running Virtual I/O Server on an IBM PowerVM										None								12/9/03		1/18/22

		12053						None		81.218.125.64		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
81.218.125.64 resolves as mail1.k-m.org.il.
										None								2/11/04		4/14/17

		19506						None		81.218.125.64		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 671 sec
										None								8/26/05		9/27/21

		22964						None		81.218.125.64		tcp		143		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.										None								8/19/07		4/14/21

		25220						None		81.218.125.64		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		54615						None		81.218.125.64		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : unknown
Confidence level : 56
										None								5/23/11		5/23/11

		10287						None		81.218.253.194		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 192.168.86.63 to 81.218.253.194 : 
192.168.86.63
192.168.86.1
176.230.246.49
?

Hop Count: 3
										None								11/27/99		8/20/20

		10863						None		81.218.253.194		tcp		443		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Domain Component: com
Domain Component: checkpoint
Domain Component: vsmp2
Organization: smp_portals
Organization Unit: bezeq5
Organization Unit: gateways
Common Name: gwf99ae8d

Issuer Name: 

Domain Component: com
Domain Component: checkpoint
Domain Component: vsmp2
Organization: global
Organization Unit: ca

Serial Number: 01 31 64 

Version: 3

Signature Algorithm: SHA-256 With RSA Encryption

Not Valid Before: Apr 28 08:17:30 2021 GMT
Not Valid After: Apr 29 08:17:30 2022 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 8A 3E 10 B6 D6 F9 7C 2C 1A 1B 45 23 B1 B0 5F 06 5D D9 93 
            9C A4 71 D9 3F 76 02 95 05 EA CD AE 59 55 8A B6 74 DE A5 56 
            6D BA C0 68 A6 54 C9 1F B2 19 98 1A EA B3 41 0D 22 64 61 BD 
            1E 2B 0A FB 7F 52 90 D4 FE D6 A5 1C F9 1A 6A 0E 26 77 44 E5 
            D1 44 96 11 F9 E2 8D 29 19 88 EC A8 A7 C6 1B 2F 1C 43 23 C1 
            DF BC 48 54 1F 84 81 61 71 07 F6 89 17 E6 DC 98 E5 CC E0 BA 
            36 90 C9 1E 7E 23 7D 94 61 
Exponent: 01 00 01 

Signature Length: 128 bytes / 1024 bits
Signature: 00 35 AC 64 D9 08 2A 96 DB E1 AD 96 74 38 28 21 F9 ED 95 32 
           BD 90 79 12 4B D2 8F D7 24 FF 1E 75 92 C1 CF 9C 09 8F 9A CD 
           EA 62 31 9F 1E 90 DA 1A 96 74 54 A9 12 E6 F4 13 49 1F E4 DD 
           C6 A2 55 0C 8B AB 35 F6 D1 B9 FB D6 AA ED EC 1E 7B AF AD 81 
           CA A8 15 5B BC CB 47 D6 E3 EA 1E 8F C8 9E 71 B3 DE E2 12 E2 
           C6 55 92 BD 67 7E D3 BC 6B 85 55 EF ED E1 20 B9 9C 19 E3 21 
           F3 7C D3 21 7A 43 4A 0F 67 

Extension: Basic Constraints (2.5.29.19)
Critical: 1


Extension: Key Usage (2.5.29.15)
Critical: 1
Key Usage: Digital Signature, Key Encipherment


Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: Web Server Authentication (1.3.6.1.5.5.7.3.1)


Extension: CRL Distribution Points (2.5.29.31)
Critical: 0
URI: http://bzsmp.checkpoint.com/SMC/crl/SMP_CA_CRL.crl


Fingerprints : 

SHA-256 Fingerprint: 6B 22 57 C7 7D 2D 57 56 30 CB E4 13 38 BC F8 E4 CC E1 5D 6C 
                     BD B8 D5 0D 98 6B 8E F8 51 CA 16 41 
SHA-1 Fingerprint: C2 E4 12 B6 0F 62 14 D8 E1 D5 27 E8 F9 EC 42 7F 6E E6 24 98 
MD5 Fingerprint: 7D FA E7 CC 2C 10 AC 56 68 17 57 93 30 E3 CA 7B 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----										None								5/19/08		2/3/21

		11153						None		81.218.253.194		tcp		264		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				A Check Point FireWall-1 service seems to be running on this port.										None								11/18/02		11/26/18

		11219						None		81.218.253.194		tcp		264		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 264/tcp was found to be open										None								2/4/09		1/28/22

		11219						None		81.218.253.194		tcp		443		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 443/tcp was found to be open										None								2/4/09		1/28/22

		11219						None		81.218.253.194		tcp		18264		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 18264/tcp was found to be open										None								2/4/09		1/28/22

		11935						None		81.218.253.194		udp		500		IPSEC Internet Key Exchange (IKE) Version 1 Detection		A VPN server is listening on the remote port.		The remote host seems to be enabled to do Internet Key Exchange (IKE)
version 1. This is typically indicative of a VPN server. VPN servers
are used to connect remote hosts into internal resources. 

Make sure that the use of this VPN endpoint is done in accordance with
your corporate security policy. 

Note that if the remote host is not configured to allow the Nessus
host to perform IKE/IPSEC negotiations, Nessus won't be able to detect
the IKE service. 

Also note that this plugin does not run over IPv6.		If this service is not needed, disable it or filter incoming traffic
to this port.				Nessus was able to get the following IKE vendor ID(s):
Firewall-1 Unknown Vsn
										None				IAVT:0001-T-0900				12/2/03		9/22/20

		11936						None		81.218.253.194		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Check Point GAiA
Confidence level : 70
Method : Misc

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SinFP:!:
   P1:B10113:F0x12:W14600:O0204ffff:M1460:
   P2:B10113:F0x12:W14480:O0204ffff0402080affffffff4445414401030307:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=18264R
SSLcert:!:i/O:globali/OU:cas/CN:gwf99ae8ds/O:smp_portalss/OU:gateways
c2e412b60f6214d8e1d527e8f9ec427f6ee62498


 
The remote host is running Check Point GAiA										None								12/9/03		1/18/22

		12053						None		81.218.253.194		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
81.218.253.194 resolves as bzq-218-253-194.red.bezeqint.net.
										None								2/11/04		4/14/17

		19506						None		81.218.253.194		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 474 sec
										None								8/26/05		9/27/21

		21643						None		81.218.253.194		tcp		443		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html
http://www.nessus.org/u?3a040ada		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								6/5/06		3/9/21

		22964						None		81.218.253.194		tcp		443		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A TLSv1.2 server answered on this port.
										None								8/19/07		4/14/21

		25220						None		81.218.253.194		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt												None								5/16/07		3/6/19

		35291		CVE-2004-2761		5		Medium		81.218.253.194		tcp		443		SSL Certificate Signed Using Weak Hashing Algorithm		An SSL certificate in the certificate chain has been signed using a
weak hash algorithm.		The remote service uses an SSL certificate chain that has been signed
using a cryptographically weak hashing algorithm (e.g. MD2, MD4, MD5,
or SHA1). These signature algorithms are known to be vulnerable to
collision attacks. An attacker can exploit this to generate another
certificate with the same digital signature, allowing an attacker to
masquerade as the affected service.

Note that this plugin reports all SSL certificate chains signed with
SHA-1 that expire after January 1, 2017 as vulnerable. This is in
accordance with Google's gradual sunsetting of the SHA-1 cryptographic
hash algorithm.

Note that certificates in the chain that are contained in the Nessus
CA database (known_CA.inc) have been ignored.		Contact the Certificate Authority to have the SSL certificate reissued.		https://tools.ietf.org/html/rfc3279
http://www.nessus.org/u?9bb87bf2
http://www.nessus.org/u?e120eea1
http://www.nessus.org/u?5d894816
http://www.nessus.org/u?51db68aa
http://www.nessus.org/u?9dc7bfba		
The following certificates were part of the certificate chain sent by
the remote host, but contain hashes that are considered to be weak.

Subject             : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
Signature Algorithm : SHA-1 With RSA Encryption
Valid From          : Sep 23 22:53:33 2019 GMT
Valid To            : Sep 24 22:53:33 2029 GMT
Raw PEM certificate : 
-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----
				7.5		3.9		6.7		Medium		11849;33065		CERT:836068;CWE:310				1/5/09		1/14/22

		42873		CVE-2016-2183		5		Medium		81.218.253.194		tcp		443		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				7.5						Medium								11/23/09		2/3/21

		45410						None		81.218.253.194		tcp		443		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  bzq-218-253-194.red.bezeqint.net

The Common Name in the certificate is :

  gwf99ae8d
										None								4/3/10		3/9/21

		45590						None		81.218.253.194		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:checkpoint:gaia_os
										None								4/21/10		1/28/22

		51192				6.4		Medium		81.218.253.194		tcp		443		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Issuer  : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
				6.5						Medium								12/15/10		4/27/20

		51891						None		81.218.253.194		tcp		443		SSL Session Resume Supported		The remote host allows resuming SSL sessions.		This script detects whether a host allows resuming SSL sessions by
performing a full SSL handshake to receive a session ID, and then
reconnecting with the previously used session ID.  If the server
accepts the session ID in the second connection, the server maintains
a cache of sessions that can be resumed.		n/a				
This port supports resuming TLSv1 sessions.
										None								2/7/11		9/13/21

		54615						None		81.218.253.194		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : firewall
Confidence level : 70
										None								5/23/11		5/23/11

		56984						None		81.218.253.194		tcp		443		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.2.
										None								12/1/11		2/3/21

		57041						None		81.218.253.194		tcp		443		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								12/7/11		3/9/21

		57582				6.4		Medium		81.218.253.194		tcp		443		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
										Medium								1/17/12		4/27/20

		58409						None		81.218.253.194		tcp		264		Check Point SecuRemote Hostname Information Disclosure		The remote host may have an information leak.		Sending a query to the Check Point SecuRemote service can be used to
obtain the hostnames of the firewall and the logging or management
station.  In some environments this may be considered sensitive
information that an attacker could obtain and use to mount further
attacks.		n/a		http://www.nessus.org/u?ec13da59
http://www.nessus.org/u?f4dd7eff		
  Firewall host    : gwf99ae8d.Bezeq5
  SmartCenter host : ams2-vsmp-smc01
										None		52430						3/21/12		8/17/18

		65821		CVE-2013-2566		4.3		Medium		81.218.253.194		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/3/21

		65821		CVE-2015-2808		4.3		Medium		81.218.253.194		tcp		443		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
				5.9		3.7		5.4		Medium		58796;73684						4/5/13		2/3/21

		69551						Low		81.218.253.194		tcp		443		SSL Certificate Chain Contains RSA Keys Less Than 2048 bits		The X.509 certificate chain used by this service contains certificates
with RSA keys shorter than 2048 bits.		At least one of the X.509 certificates sent by the remote host has a
key that is shorter than 2048 bits. According to industry standards
set by the Certification Authority/Browser (CA/B) Forum, certificates
issued after January 1, 2014 must be at least 2048 bits.

Some browser SSL implementations may reject keys less than 2048 bits
after January 1, 2014. Additionally, some SSL certificate vendors may
revoke certificates less than 2048 bits before January 1, 2014.

Note that Nessus will not flag root certificates with RSA keys less
than 2048 bits if they were issued prior to December 31, 2010, as the
standard considers them exempt.		Replace the certificate in the chain with the RSA key less than 2048
bits in length with a longer key, and reissue any certificates signed
by the old certificate.		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf		
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :

|-Subject        : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-RSA Key Length : 1024 bits

|-Subject        : DC=com/DC=checkpoint/DC=vsmp2/O=smp_portals/OU=bezeq5/OU=gateways/CN=gwf99ae8d
|-RSA Key Length : 1024 bits
										Low								9/3/13		11/15/18

		70544						None		81.218.253.194		tcp		443		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								10/22/13		2/3/21

		94761						None		81.218.253.194		tcp		443		SSL Root Certification Authority Certificate Information		A root Certification Authority certificate was found at the top of the
certificate chain.		The remote service uses an SSL certificate chain that contains a
self-signed root Certification Authority certificate at the top of the
chain.		Ensure that use of this root Certification Authority certificate
complies with your organization's acceptable use and security
policies.		https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778623(v=ws.10)		
The following root Certification Authority certificate was found :

|-Subject             : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Issuer              : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Valid From          : Sep 23 22:53:33 2019 GMT
|-Valid To            : Sep 24 22:53:33 2029 GMT
|-Signature Algorithm : SHA-1 With RSA Encryption
										None								11/14/16		11/15/18

		136318						None		81.218.253.194		tcp		443		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.										None								5/4/20		5/4/20

		156899						None		81.218.253.194		tcp		443		SSL/TLS Recommended Cipher Suites		The remote host advertises discouraged SSL/TLS ciphers.		The remote host has open SSL/TLS ports which advertise discouraged cipher suites. It is recommended to only enable
support for the following cipher suites:

TLSv1.3:
  - 0x13,0x01 TLS_AES_128_GCM_SHA256
  - 0x13,0x02 TLS_AES_256_GCM_SHA384
  - 0x13,0x03 TLS_CHACHA20_POLY1305_SHA256

TLSv1.2:
  - 0xC0,0x2B ECDHE-ECDSA-AES128-GCM-SHA256
  - 0xC0,0x2F ECDHE-RSA-AES128-GCM-SHA256
  - 0xC0,0x2C ECDHE-ECDSA-AES256-GCM-SHA384
  - 0xC0,0x30 ECDHE-RSA-AES256-GCM-SHA384
  - 0xCC,0xA9 ECDHE-ECDSA-CHACHA20-POLY1305
  - 0xCC,0xA8 ECDHE-RSA-CHACHA20-POLY1305
  - 0x00,0x9E DHE-RSA-AES128-GCM-SHA256
  - 0x00,0x9F DHE-RSA-AES256-GCM-SHA384

This is the recommended configuration for the vast majority of services, as it is highly secure and compatible with
nearly every client released in the last five (or more) years.		Only enable support for recommened cipher suites.		https://wiki.mozilla.org/Security/Server_Side_TLS
https://ssl-config.mozilla.org/		The remote host has listening SSL/TLS ports which advertise the discouraged cipher suites outlined below:


  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
										None								1/20/22		1/20/22
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		Start time:
		Sun Jan 30 20:52:00 2022




		End time:
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Host Information






		
		





		DNS Name:
		mail.k-m.org.il




		IP:
		81.218.125.63




		OS:
		Virtual I/O Server on an IBM PowerVM











Vulnerabilities






54615 - Device Type
                -
            




Synopsis



It is possible to guess the remote device type.



Description



Based on the remote operating system, it is possible to determine what the remote system type is (eg: a printer, router, general-purpose computer, etc).



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/05/23, Modified: 2011/05/23



Plugin Output



tcp/0




Remote device type : unknown
Confidence level : 56











12053 - Host Fully Qualified Domain Name (FQDN) Resolution
                -
            




Synopsis



It was possible to resolve the name of the remote host.



Description



Nessus was able to resolve the fully qualified domain name (FQDN) of the remote host.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2004/02/11, Modified: 2017/04/14



Plugin Output



tcp/0




 
81.218.125.63 resolves as mail.k-m.org.il.














10114 - ICMP Timestamp Request Remote Date Disclosure
                -
            




Synopsis



It is possible to determine the exact time set on the remote host.



Description



The remote host answers to an ICMP timestamp request.  This allows an attacker to know the date that is set on the targeted machine, which may assist an unauthenticated, remote attacker in defeating time-based authentication protocols.
 
Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but usually within 1000 seconds of the actual system time.



Solution



Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).



Risk Factor



None



CVSS v3.0 Base Score



0.0 (CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N)



CVSS v2.0 Base Score



0.0 (CVSS2#AV:L/AC:L/Au:N/C:N/I:N/A:N)



References






		
		





		CVE
		CVE-1999-0524




		XREF
		CWE:200











Plugin Information



Published: 1999/08/01, Modified: 2019/10/04



Plugin Output



icmp/0




The remote clock is synchronized with the local clock.














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/143




Port 143/tcp was found to be open














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/1720




Port 1720/tcp was found to be open














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/5060




Port 5060/tcp was found to be open














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/5061




Port 5061/tcp was found to be open














19506 - Nessus Scan Information
                -
            




Synopsis



This plugin displays information about the Nessus scan.



Description



This plugin displays, for each tested host, information about the scan itself :
 
  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management     checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2005/08/26, Modified: 2021/09/27



Plugin Output



tcp/0




Information about this scan : 
 
Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 821 sec











11936 - OS Identification
                -
            




Synopsis



It is possible to guess the remote operating system.



Description



Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP, SNMP, etc.), it is possible to guess the name of the remote operating system in use. It is also possible sometimes to guess the version of the operating system.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2003/12/09, Modified: 2022/01/18



Plugin Output



tcp/0




 
Remote operating system : Virtual I/O Server on an IBM PowerVM
Confidence level : 56
Method : MLSinFP
 
Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.
 
SinFP:!:
   P1:B11113:F0x12:W65535:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff01010402010303030101080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=143R
 
 
The remote host is running Virtual I/O Server on an IBM PowerVM














22964 - Service Detection
                -
            




Synopsis



The remote service could be identified.



Description



Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it receives an HTTP request.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2007/08/19, Modified: 2021/04/14



Plugin Output



tcp/143




The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.














25220 - TCP/IP Timestamps Supported
                -
            




Synopsis



The remote service implements TCP timestamps.



Description



The remote host implements TCP timestamps, as defined by RFC1323.  A side effect of this feature is that the uptime of the remote host can sometimes be computed.



See Also





		


		http://www.ietf.org/rfc/rfc1323.txt









Solution



n/a



Risk Factor



None



Plugin Information



Published: 2007/05/16, Modified: 2019/03/06



Plugin Output



tcp/0













10287 - Traceroute Information
                -
            




Synopsis



It was possible to obtain traceroute information.



Description



Makes a traceroute to the remote host.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 1999/11/27, Modified: 2020/08/20



Plugin Output



udp/0




For your information, here is the traceroute from 192.168.86.63 to 81.218.125.63 : 
192.168.86.63
192.168.86.1
176.230.246.49
?
 
Hop Count: 3











81.218.125.64






		
		
		
		
		





		0

		0

		0

		0

		12





		Critical

		High

		Medium

		Low

		Info












Scan Information






		
		





		Start time:
		Sun Jan 30 20:52:00 2022




		End time:
		Sun Jan 30 21:03:11 2022











Host Information






		
		





		DNS Name:
		mail1.k-m.org.il




		IP:
		81.218.125.64




		OS:
		Virtual I/O Server on an IBM PowerVM











Vulnerabilities






54615 - Device Type
                -
            




Synopsis



It is possible to guess the remote device type.



Description



Based on the remote operating system, it is possible to determine what the remote system type is (eg: a printer, router, general-purpose computer, etc).



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/05/23, Modified: 2011/05/23



Plugin Output



tcp/0




Remote device type : unknown
Confidence level : 56











12053 - Host Fully Qualified Domain Name (FQDN) Resolution
                -
            




Synopsis



It was possible to resolve the name of the remote host.



Description



Nessus was able to resolve the fully qualified domain name (FQDN) of the remote host.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2004/02/11, Modified: 2017/04/14



Plugin Output



tcp/0




 
81.218.125.64 resolves as mail1.k-m.org.il.














10114 - ICMP Timestamp Request Remote Date Disclosure
                -
            




Synopsis



It is possible to determine the exact time set on the remote host.



Description



The remote host answers to an ICMP timestamp request.  This allows an attacker to know the date that is set on the targeted machine, which may assist an unauthenticated, remote attacker in defeating time-based authentication protocols.
 
Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but usually within 1000 seconds of the actual system time.



Solution



Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).



Risk Factor



None



CVSS v3.0 Base Score



0.0 (CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N)



CVSS v2.0 Base Score



0.0 (CVSS2#AV:L/AC:L/Au:N/C:N/I:N/A:N)



References






		
		





		CVE
		CVE-1999-0524




		XREF
		CWE:200











Plugin Information



Published: 1999/08/01, Modified: 2019/10/04



Plugin Output



icmp/0




The remote clock is synchronized with the local clock.














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/143




Port 143/tcp was found to be open














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/1720




Port 1720/tcp was found to be open














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/5060




Port 5060/tcp was found to be open














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/5061




Port 5061/tcp was found to be open














19506 - Nessus Scan Information
                -
            




Synopsis



This plugin displays information about the Nessus scan.



Description



This plugin displays, for each tested host, information about the scan itself :
 
  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management     checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2005/08/26, Modified: 2021/09/27



Plugin Output



tcp/0




Information about this scan : 
 
Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 671 sec











11936 - OS Identification
                -
            




Synopsis



It is possible to guess the remote operating system.



Description



Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP, SNMP, etc.), it is possible to guess the name of the remote operating system in use. It is also possible sometimes to guess the version of the operating system.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2003/12/09, Modified: 2022/01/18



Plugin Output



tcp/0




 
Remote operating system : Virtual I/O Server on an IBM PowerVM
Confidence level : 56
Method : MLSinFP
 
Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.
 
SinFP:!:
   P1:B11113:F0x12:W65535:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff01010402010303030101080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=143R
 
 
The remote host is running Virtual I/O Server on an IBM PowerVM














22964 - Service Detection
                -
            




Synopsis



The remote service could be identified.



Description



Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it receives an HTTP request.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2007/08/19, Modified: 2021/04/14



Plugin Output



tcp/143




The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.














25220 - TCP/IP Timestamps Supported
                -
            




Synopsis



The remote service implements TCP timestamps.



Description



The remote host implements TCP timestamps, as defined by RFC1323.  A side effect of this feature is that the uptime of the remote host can sometimes be computed.



See Also





		


		http://www.ietf.org/rfc/rfc1323.txt









Solution



n/a



Risk Factor



None



Plugin Information



Published: 2007/05/16, Modified: 2019/03/06



Plugin Output



tcp/0













10287 - Traceroute Information
                -
            




Synopsis



It was possible to obtain traceroute information.



Description



Makes a traceroute to the remote host.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 1999/11/27, Modified: 2020/08/20



Plugin Output



udp/0




For your information, here is the traceroute from 192.168.86.63 to 81.218.125.64 : 
192.168.86.63
192.168.86.1
176.230.246.49
?
 
Hop Count: 3











81.218.253.194
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		Critical
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		Low

		Info












Scan Information






		
		





		Start time:
		Sun Jan 30 20:52:00 2022




		End time:
		Sun Jan 30 20:59:54 2022











Host Information






		
		





		DNS Name:
		bzq-218-253-194.red.bezeqint.net




		IP:
		81.218.253.194




		OS:
		Check Point GAiA











Vulnerabilities






51192 - SSL Certificate Cannot Be Trusted
                -
            




Synopsis



The SSL certificate for this service cannot be trusted.



Description



The server's X.509 certificate cannot be trusted. This situation can occur in three different ways, in which the chain of trust can be broken, as stated below :
 
  - First, the top of the certificate chain sent by the     server might not be descended from a known public     certificate authority. This can occur either when the     top of the chain is an unrecognized, self-signed     certificate, or when intermediate certificates are     missing that would connect the top of the certificate     chain to a known public certificate authority.
 
  - Second, the certificate chain may contain a certificate     that is not valid at the time of the scan. This can     occur either when the scan occurs before one of the     certificate's 'notBefore' dates, or after one of the     certificate's 'notAfter' dates.
 
  - Third, the certificate chain may contain a signature     that either didn't match the certificate's information     or could not be verified. Bad signatures can be fixed by     getting the certificate with the bad signature to be     re-signed by its issuer. Signatures that could not be     verified are the result of the certificate's issuer     using a signing algorithm that Nessus either does not     support or does not recognize.
 
If the remote host is a public host in production, any break in the chain makes it more difficult for users to verify the authenticity and identity of the web server. This could make it easier to carry out man-in-the-middle attacks against the remote host.



See Also





		



		https://www.itu.int/rec/T-REC-X.509/en


		https://en.wikipedia.org/wiki/X.509










Solution



Purchase or generate a proper SSL certificate for this service.



Risk Factor



Medium



CVSS v3.0 Base Score



6.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N)



CVSS v2.0 Base Score



6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)



Plugin Information



Published: 2010/12/15, Modified: 2020/04/27



Plugin Output



tcp/443




 
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :
 
|-Subject : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Issuer  : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca











35291 - SSL Certificate Signed Using Weak Hashing Algorithm
                -
            




Synopsis



An SSL certificate in the certificate chain has been signed using a weak hash algorithm.



Description



The remote service uses an SSL certificate chain that has been signed using a cryptographically weak hashing algorithm (e.g. MD2, MD4, MD5, or SHA1). These signature algorithms are known to be vulnerable to collision attacks. An attacker can exploit this to generate another certificate with the same digital signature, allowing an attacker to masquerade as the affected service.
 
Note that this plugin reports all SSL certificate chains signed with SHA-1 that expire after January 1, 2017 as vulnerable. This is in accordance with Google's gradual sunsetting of the SHA-1 cryptographic hash algorithm.
 
Note that certificates in the chain that are contained in the Nessus CA database (known_CA.inc) have been ignored.



See Also





		



		https://tools.ietf.org/html/rfc3279


		http://www.nessus.org/u?9bb87bf2


		http://www.nessus.org/u?e120eea1


		http://www.nessus.org/u?5d894816


		http://www.nessus.org/u?51db68aa


		http://www.nessus.org/u?9dc7bfba










Solution



Contact the Certificate Authority to have the SSL certificate reissued.



Risk Factor



Medium



CVSS v3.0 Base Score



7.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N)



CVSS v3.0 Temporal Score



6.7 (CVSS:3.0/E:P/RL:O/RC:C)



CVSS v2.0 Base Score



5.0 (CVSS2#AV:N/AC:L/Au:N/C:N/I:P/A:N)



CVSS v2.0 Temporal Score



3.9 (CVSS2#E:POC/RL:OF/RC:C)



References






		
		





		BID
		11849




		BID
		33065




		CVE
		CVE-2004-2761




		XREF
		CERT:836068




		XREF
		CWE:310











Plugin Information



Published: 2009/01/05, Modified: 2022/01/14



Plugin Output



tcp/443




 
The following certificates were part of the certificate chain sent by
the remote host, but contain hashes that are considered to be weak.
 
Subject             : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
Signature Algorithm : SHA-1 With RSA Encryption
Valid From          : Sep 23 22:53:33 2019 GMT
Valid To            : Sep 24 22:53:33 2029 GMT
Raw PEM certificate : 
-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----











42873 - SSL Medium Strength Cipher Suites Supported (SWEET32)
                -
            




Synopsis



The remote service supports the use of medium strength SSL ciphers.



Description



The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards medium strength as any encryption that uses key lengths at least 64 bits and less than 112 bits, or else that uses the 3DES encryption suite.
 
Note that it is considerably easier to circumvent medium strength encryption if the attacker is on the same physical network.



See Also





		



		https://www.openssl.org/blog/blog/2016/08/24/sweet32/


		https://sweet32.info










Solution



Reconfigure the affected application if possible to avoid use of medium strength ciphers.



Risk Factor



Medium



CVSS v3.0 Base Score



7.5 (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N)



CVSS v2.0 Base Score



5.0 (CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N)



References






		
		




		CVE
		CVE-2016-2183










Plugin Information



Published: 2009/11/23, Modified: 2021/02/03



Plugin Output



tcp/443




 
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}











65821 - SSL RC4 Cipher Suites Supported (Bar Mitzvah)
                -
            




Synopsis



The remote service supports the use of the RC4 cipher.



Description



The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream of bytes so that a wide variety of small biases are introduced into the stream, decreasing its randomness.
 
If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an attacker is able to obtain many (i.e., tens of millions) ciphertexts, the attacker may be able to derive the plaintext.



See Also





		



		https://www.rc4nomore.com/


		http://www.nessus.org/u?ac7327a0


		http://cr.yp.to/talks/2013.03.12/slides.pdf


		http://www.isg.rhul.ac.uk/tls/


		https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf










Solution



Reconfigure the affected application, if possible, to avoid use of RC4 ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser and web server support.



Risk Factor



Medium



CVSS v3.0 Base Score



5.9 (CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N)



CVSS v3.0 Temporal Score



5.4 (CVSS:3.0/E:U/RL:X/RC:C)



CVSS v2.0 Base Score



4.3 (CVSS2#AV:N/AC:M/Au:N/C:P/I:N/A:N)



CVSS v2.0 Temporal Score



3.7 (CVSS2#E:U/RL:ND/RC:C)



References






		
		





		BID
		58796




		BID
		73684




		CVE
		CVE-2013-2566




		CVE
		CVE-2015-2808











Plugin Information



Published: 2013/04/05, Modified: 2021/02/03



Plugin Output



tcp/443




 
List of RC4 cipher suites supported by the remote server :
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}











57582 - SSL Self-Signed Certificate
                -
            




Synopsis



The SSL certificate chain for this service ends in an unrecognized self-signed certificate.



Description



The X.509 certificate chain for this service is not signed by a recognized certificate authority.  If the remote host is a public host in production, this nullifies the use of SSL as anyone could establish a man-in-the-middle attack against the remote host. 
 
Note that this plugin does not check for certificate chains that end in a certificate that is not self-signed, but is signed by an unrecognized certificate authority.



Solution



Purchase or generate a proper SSL certificate for this service.



Risk Factor



Medium



CVSS v2.0 Base Score



6.4 (CVSS2#AV:N/AC:L/Au:N/C:P/I:P/A:N)



Plugin Information



Published: 2012/01/17, Modified: 2020/04/27



Plugin Output



tcp/443




 
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :
 
|-Subject : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca











69551 - SSL Certificate Chain Contains RSA Keys Less Than 2048 bits
                -
            




Synopsis



The X.509 certificate chain used by this service contains certificates with RSA keys shorter than 2048 bits.



Description



At least one of the X.509 certificates sent by the remote host has a key that is shorter than 2048 bits. According to industry standards set by the Certification Authority/Browser (CA/B) Forum, certificates issued after January 1, 2014 must be at least 2048 bits.
 
Some browser SSL implementations may reject keys less than 2048 bits after January 1, 2014. Additionally, some SSL certificate vendors may revoke certificates less than 2048 bits before January 1, 2014.
 
Note that Nessus will not flag root certificates with RSA keys less than 2048 bits if they were issued prior to December 31, 2010, as the standard considers them exempt.



See Also





		


		https://www.cabforum.org/wp-content/uploads/Baseline_Requirements_V1.pdf









Solution



Replace the certificate in the chain with the RSA key less than 2048 bits in length with a longer key, and reissue any certificates signed by the old certificate.



Risk Factor



Low



Plugin Information



Published: 2013/09/03, Modified: 2018/11/15



Plugin Output



tcp/443




 
The following certificates were part of the certificate chain
sent by the remote host, but contain RSA keys that are considered
to be weak :
 
|-Subject        : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-RSA Key Length : 1024 bits
 
|-Subject        : DC=com/DC=checkpoint/DC=vsmp2/O=smp_portals/OU=bezeq5/OU=gateways/CN=gwf99ae8d
|-RSA Key Length : 1024 bits














58409 - Check Point SecuRemote Hostname Information Disclosure
                -
            




Synopsis



The remote host may have an information leak.



Description



Sending a query to the Check Point SecuRemote service can be used to obtain the hostnames of the firewall and the logging or management station.  In some environments this may be considered sensitive information that an attacker could obtain and use to mount further attacks.



See Also





		



		http://www.nessus.org/u?ec13da59


		http://www.nessus.org/u?f4dd7eff










Solution



n/a



Risk Factor



None



References






		
		




		BID
		52430










Plugin Information



Published: 2012/03/21, Modified: 2018/08/17



Plugin Output



tcp/264/fw1_generic




 
  Firewall host    : gwf99ae8d.Bezeq5
  SmartCenter host : ams2-vsmp-smc01














45590 - Common Platform Enumeration (CPE)
                -
            




Synopsis



It was possible to enumerate CPE names that matched on the remote system.



Description



By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches for various hardware and software products found on a host. 
 
Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the information available from the scan.



See Also





		



		http://cpe.mitre.org/


		https://nvd.nist.gov/products/cpe










Solution



n/a



Risk Factor



None



Plugin Information



Published: 2010/04/21, Modified: 2022/01/28



Plugin Output



tcp/0




 
The remote operating system matched the following CPE : 
 
  cpe:/o:checkpoint:gaia_os











54615 - Device Type
                -
            




Synopsis



It is possible to guess the remote device type.



Description



Based on the remote operating system, it is possible to determine what the remote system type is (eg: a printer, router, general-purpose computer, etc).



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/05/23, Modified: 2011/05/23



Plugin Output



tcp/0




Remote device type : firewall
Confidence level : 70











12053 - Host Fully Qualified Domain Name (FQDN) Resolution
                -
            




Synopsis



It was possible to resolve the name of the remote host.



Description



Nessus was able to resolve the fully qualified domain name (FQDN) of the remote host.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2004/02/11, Modified: 2017/04/14



Plugin Output



tcp/0




 
81.218.253.194 resolves as bzq-218-253-194.red.bezeqint.net.














11935 - IPSEC Internet Key Exchange (IKE) Version 1 Detection
                -
            




Synopsis



A VPN server is listening on the remote port.



Description



The remote host seems to be enabled to do Internet Key Exchange (IKE) version 1. This is typically indicative of a VPN server. VPN servers are used to connect remote hosts into internal resources. 
 
Make sure that the use of this VPN endpoint is done in accordance with your corporate security policy. 
 
Note that if the remote host is not configured to allow the Nessus host to perform IKE/IPSEC negotiations, Nessus won't be able to detect the IKE service. 
 
Also note that this plugin does not run over IPv6.



Solution



If this service is not needed, disable it or filter incoming traffic to this port.



Risk Factor



None



References






		
		




		XREF
		IAVT:0001-T-0900










Plugin Information



Published: 2003/12/02, Modified: 2020/09/22



Plugin Output



udp/500/ike




Nessus was able to get the following IKE vendor ID(s):
Firewall-1 Unknown Vsn














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/264/fw1_generic




Port 264/tcp was found to be open














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/443




Port 443/tcp was found to be open














11219 - Nessus SYN scanner
                -
            




Synopsis



It is possible to determine which TCP ports are open.



Description



This plugin is a SYN 'half-open' port scanner.  It shall be reasonably quick even against a firewalled target. 
 
Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and also leave unclosed connections on the remote target, if the network is loaded.



Solution



Protect your target with an IP filter.



Risk Factor



None



Plugin Information



Published: 2009/02/04, Modified: 2022/01/28



Plugin Output



tcp/18264




Port 18264/tcp was found to be open














19506 - Nessus Scan Information
                -
            




Synopsis



This plugin displays information about the Nessus scan.



Description



This plugin displays, for each tested host, information about the scan itself :
 
  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management     checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2005/08/26, Modified: 2021/09/27



Plugin Output



tcp/0




Information about this scan : 
 
Nessus version : 10.0.2
Nessus build : 20291
Plugin feed version : 202201292206
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : K-M External Scan
Scan policy used : Advanced SYN 1 all TCP
Scanner IP : 192.168.86.63
Port scanner(s) : nessus_syn_scanner 
Port range : all
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : enabled
Web application tests : enabled
Web app tests -  Test mode : single
Web app tests -  Try all HTTP methods : yes
Web app tests -  Maximum run time : 5 minutes.
Web app tests -  Stop at first flaw : CGI
Max hosts : 50
Max checks : 500
Recv timeout : 5
Backports : None
Allow post-scan editing: Yes
Scan Start Date : 2022/1/30 20:52 Israel Standard Time
Scan duration : 474 sec











11936 - OS Identification
                -
            




Synopsis



It is possible to guess the remote operating system.



Description



Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP, SNMP, etc.), it is possible to guess the name of the remote operating system in use. It is also possible sometimes to guess the version of the operating system.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2003/12/09, Modified: 2022/01/18



Plugin Output



tcp/0




 
Remote operating system : Check Point GAiA
Confidence level : 70
Method : Misc
 
Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.
 
SinFP:!:
   P1:B10113:F0x12:W14600:O0204ffff:M1460:
   P2:B10113:F0x12:W14480:O0204ffff0402080affffffff4445414401030307:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190002_7_p=18264R
SSLcert:!:i/O:globali/OU:cas/CN:gwf99ae8ds/O:smp_portalss/OU:gateways
c2e412b60f6214d8e1d527e8f9ec427f6ee62498
 
 
 
The remote host is running Check Point GAiA














56984 - SSL / TLS Versions Supported
                -
            




Synopsis



The remote service encrypts communications.



Description



This plugin detects which SSL and TLS versions are supported by the remote service for encrypting communications.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/12/01, Modified: 2021/02/03



Plugin Output



tcp/443




 
This port supports TLSv1.2.











45410 - SSL Certificate 'commonName' Mismatch
                -
            




Synopsis



The 'commonName' (CN) attribute in the SSL certificate does not match the hostname.



Description



The service running on the remote host presents an SSL certificate for which the 'commonName' (CN) attribute does not match the hostname on which the service listens.



Solution



If the machine has several names, make sure that users connect to the service through the DNS hostname that matches the common name in the certificate.



Risk Factor



None



Plugin Information



Published: 2010/04/03, Modified: 2021/03/09



Plugin Output



tcp/443




 
The host name known by Nessus is :
 
  bzq-218-253-194.red.bezeqint.net
 
The Common Name in the certificate is :
 
  gwf99ae8d











10863 - SSL Certificate Information
                -
            




Synopsis



This plugin displays the SSL certificate.



Description



This plugin connects to every SSL-related port and attempts to extract and dump the X.509 certificate.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2008/05/19, Modified: 2021/02/03



Plugin Output



tcp/443




Subject Name: 
 
Domain Component: com
Domain Component: checkpoint
Domain Component: vsmp2
Organization: smp_portals
Organization Unit: bezeq5
Organization Unit: gateways
Common Name: gwf99ae8d
 
Issuer Name: 
 
Domain Component: com
Domain Component: checkpoint
Domain Component: vsmp2
Organization: global
Organization Unit: ca
 
Serial Number: 01 31 64 
 
Version: 3
 
Signature Algorithm: SHA-256 With RSA Encryption
 
Not Valid Before: Apr 28 08:17:30 2021 GMT
Not Valid After: Apr 29 08:17:30 2022 GMT
 
Public Key Info: 
 
Algorithm: RSA Encryption
Key Length: 1024 bits
Public Key: 00 8A 3E 10 B6 D6 F9 7C 2C 1A 1B 45 23 B1 B0 5F 06 5D D9 93 
            9C A4 71 D9 3F 76 02 95 05 EA CD AE 59 55 8A B6 74 DE A5 56 
            6D BA C0 68 A6 54 C9 1F B2 19 98 1A EA B3 41 0D 22 64 61 BD 
            1E 2B 0A FB 7F 52 90 D4 FE D6 A5 1C F9 1A 6A 0E 26 77 44 E5 
            D1 44 96 11 F9 E2 8D 29 19 88 EC A8 A7 C6 1B 2F 1C 43 23 C1 
            DF BC 48 54 1F 84 81 61 71 07 F6 89 17 E6 DC 98 E5 CC E0 BA 
            36 90 C9 1E 7E 23 7D 94 61 
Exponent: 01 00 01 
 
Signature Length: 128 bytes / 1024 bits
Signature: 00 35 AC 64 D9 08 2A 96 DB E1 AD 96 74 38 28 21 F9 ED 95 32 
           BD 90 79 12 4B D2 8F D7 24 FF 1E 75 92 C1 CF 9C 09 8F 9A CD 
           EA 62 31 9F 1E 90 DA 1A 96 74 54 A9 12 E6 F4 13 49 1F E4 DD 
           C6 A2 55 0C 8B AB 35 F6 D1 B9 FB D6 AA ED EC 1E 7B AF AD 81 
           CA A8 15 5B BC CB 47 D6 E3 EA 1E 8F C8 9E 71 B3 DE E2 12 E2 
           C6 55 92 BD 67 7E D3 BC 6B 85 55 EF ED E1 20 B9 9C 19 E3 21 
           F3 7C D3 21 7A 43 4A 0F 67 
 
Extension: Basic Constraints (2.5.29.19)
Critical: 1
 
 
Extension: Key Usage (2.5.29.15)
Critical: 1
Key Usage: Digital Signature, Key Encipherment
 
 
Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: Web Server Authentication (1.3.6.1.5.5.7.3.1)
 
 
Extension: CRL Distribution Points (2.5.29.31)
Critical: 0
URI: http://bzsmp.checkpoint.com/SMC/crl/SMP_CA_CRL.crl
 
 
Fingerprints : 
 
SHA-256 Fingerprint: 6B 22 57 C7 7D 2D 57 56 30 CB E4 13 38 BC F8 E4 CC E1 5D 6C 
                     BD B8 D5 0D 98 6B 8E F8 51 CA 16 41 
SHA-1 Fingerprint: C2 E4 12 B6 0F 62 14 D8 E1 D5 27 E8 F9 EC 42 7F 6E E6 24 98 
MD5 Fingerprint: 7D FA E7 CC 2C 10 AC 56 68 17 57 93 30 E3 CA 7B 
 
 
PEM certificate : 
 
-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----











70544 - SSL Cipher Block Chaining Cipher Suites Supported
                -
            




Synopsis



The remote service supports the use of SSL Cipher Block Chaining ciphers, which combine previous blocks with subsequent ones.



Description



The remote host supports the use of SSL ciphers that operate in Cipher Block Chaining (CBC) mode.  These cipher suites offer additional security over Electronic Codebook (ECB) mode, but have the potential to leak information if used improperly.



See Also





		



		https://www.openssl.org/docs/manmaster/man1/ciphers.html


		http://www.nessus.org/u?cc4a822a


		https://www.openssl.org/~bodo/tls-cbc.txt










Solution



n/a



Risk Factor



None



Plugin Information



Published: 2013/10/22, Modified: 2021/02/03



Plugin Output



tcp/443




 
Here is the list of SSL CBC ciphers supported by the remote server :
 
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}











21643 - SSL Cipher Suites Supported
                -
            




Synopsis



The remote service encrypts communications using SSL.



Description



This plugin detects which SSL ciphers are supported by the remote service for encrypting communications.



See Also





		



		https://www.openssl.org/docs/man1.1.0/apps/ciphers.html


		http://www.nessus.org/u?3a040ada










Solution



n/a



Risk Factor



None



Plugin Information



Published: 2006/06/05, Modified: 2021/03/09



Plugin Output



tcp/443




 
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.
 
SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}











57041 - SSL Perfect Forward Secrecy Cipher Suites Supported
                -
            




Synopsis



The remote service supports the use of SSL Perfect Forward Secrecy ciphers, which maintain confidentiality even if the key is stolen.



Description



The remote host supports the use of SSL ciphers that offer Perfect Forward Secrecy (PFS) encryption.  These cipher suites ensure that recorded SSL traffic cannot be broken at a future date if the server's private key is compromised.



See Also





		



		https://www.openssl.org/docs/manmaster/man1/ciphers.html


		https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange


		https://en.wikipedia.org/wiki/Perfect_forward_secrecy










Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/12/07, Modified: 2021/03/09



Plugin Output



tcp/443




 
Here is the list of SSL PFS ciphers supported by the remote server :
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA256       0xC0, 0x2F       ECDH          RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}











94761 - SSL Root Certification Authority Certificate Information
                -
            




Synopsis



A root Certification Authority certificate was found at the top of the certificate chain.



Description



The remote service uses an SSL certificate chain that contains a self-signed root Certification Authority certificate at the top of the chain.



See Also





		


		https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2003/cc778623(v=ws.10)









Solution



Ensure that use of this root Certification Authority certificate complies with your organization's acceptable use and security policies.



Risk Factor



None



Plugin Information



Published: 2016/11/14, Modified: 2018/11/15



Plugin Output



tcp/443




 
The following root Certification Authority certificate was found :
 
|-Subject             : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Issuer              : DC=com/DC=checkpoint/DC=vsmp2/O=global/OU=ca
|-Valid From          : Sep 23 22:53:33 2019 GMT
|-Valid To            : Sep 24 22:53:33 2029 GMT
|-Signature Algorithm : SHA-1 With RSA Encryption











51891 - SSL Session Resume Supported
                -
            




Synopsis



The remote host allows resuming SSL sessions.



Description



This script detects whether a host allows resuming SSL sessions by performing a full SSL handshake to receive a session ID, and then reconnecting with the previously used session ID.  If the server accepts the session ID in the second connection, the server maintains a cache of sessions that can be resumed.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2011/02/07, Modified: 2021/09/13



Plugin Output



tcp/443




 
This port supports resuming TLSv1 sessions.











156899 - SSL/TLS Recommended Cipher Suites
                -
            




Synopsis



The remote host advertises discouraged SSL/TLS ciphers.



Description



The remote host has open SSL/TLS ports which advertise discouraged cipher suites. It is recommended to only enable support for the following cipher suites:
 
TLSv1.3:
  - 0x13,0x01 TLS_AES_128_GCM_SHA256
  - 0x13,0x02 TLS_AES_256_GCM_SHA384
  - 0x13,0x03 TLS_CHACHA20_POLY1305_SHA256
 
TLSv1.2:
  - 0xC0,0x2B ECDHE-ECDSA-AES128-GCM-SHA256
  - 0xC0,0x2F ECDHE-RSA-AES128-GCM-SHA256
  - 0xC0,0x2C ECDHE-ECDSA-AES256-GCM-SHA384
  - 0xC0,0x30 ECDHE-RSA-AES256-GCM-SHA384
  - 0xCC,0xA9 ECDHE-ECDSA-CHACHA20-POLY1305
  - 0xCC,0xA8 ECDHE-RSA-CHACHA20-POLY1305
  - 0x00,0x9E DHE-RSA-AES128-GCM-SHA256
  - 0x00,0x9F DHE-RSA-AES256-GCM-SHA384
 
This is the recommended configuration for the vast majority of services, as it is highly secure and compatible with nearly every client released in the last five (or more) years.



See Also





		



		https://wiki.mozilla.org/Security/Server_Side_TLS


		https://ssl-config.mozilla.org/










Solution



Only enable support for recommened cipher suites.



Risk Factor



None



Plugin Information



Published: 2022/01/20, Modified: 2022/01/20



Plugin Output



tcp/443




The remote host has listening SSL/TLS ports which advertise the discouraged cipher suites outlined below:
 
 
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1
 
  High Strength Ciphers (>= 112-bit key)
 
    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
 
The fields above are :
 
  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}











22964 - Service Detection
                -
            




Synopsis



The remote service could be identified.



Description



Nessus was able to identify the remote service by its banner or by looking at the error message it sends when it receives an HTTP request.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2007/08/19, Modified: 2021/04/14



Plugin Output



tcp/443




A TLSv1.2 server answered on this port.














11153 - Service Detection (HELP Request)
                -
            




Synopsis



The remote service could be identified.



Description



It was possible to identify the remote service by its banner or by looking at the error message it sends when it receives a 'HELP'
request.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 2002/11/18, Modified: 2018/11/26



Plugin Output



tcp/264/fw1_generic




A Check Point FireWall-1 service seems to be running on this port.














25220 - TCP/IP Timestamps Supported
                -
            




Synopsis



The remote service implements TCP timestamps.



Description



The remote host implements TCP timestamps, as defined by RFC1323.  A side effect of this feature is that the uptime of the remote host can sometimes be computed.



See Also





		


		http://www.ietf.org/rfc/rfc1323.txt









Solution



n/a



Risk Factor



None



Plugin Information



Published: 2007/05/16, Modified: 2019/03/06



Plugin Output



tcp/0













136318 - TLS Version 1.2 Protocol Detection
                -
            




Synopsis



The remote service encrypts traffic using a version of TLS.



Description



The remote service accepts connections encrypted using TLS 1.2.



See Also





		


		https://tools.ietf.org/html/rfc5246









Solution



N/A



Risk Factor



None



Plugin Information



Published: 2020/05/04, Modified: 2020/05/04



Plugin Output



tcp/443




TLSv1.2 is enabled and the server supports at least one cipher.














10287 - Traceroute Information
                -
            




Synopsis



It was possible to obtain traceroute information.



Description



Makes a traceroute to the remote host.



Solution



n/a



Risk Factor



None



Plugin Information



Published: 1999/11/27, Modified: 2020/08/20



Plugin Output



udp/0




For your information, here is the traceroute from 192.168.86.63 to 81.218.253.194 : 
192.168.86.63
192.168.86.1
176.230.246.49
?
 
Hop Count: 3











Compliance 'FAILED'


Compliance 'SKIPPED'


Compliance 'PASSED'


Compliance 'INFO', 'WARNING', 'ERROR'


Remediations


Suggested Remediations








                    © 2022 Tenable™, Inc. All rights reserved.
                

_1817910106/nmap -sV -p 1-65535 -A -v 81.218.253.194 81.218.125.63 81.218.125.64.xml
     Starting Nmap 7.91 ( https://nmap.org ) at 2022-01-30 21:08 Jerusalem Standard Time

NSE: Loaded 153 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 21:08

Completed NSE at 21:08, 0.00s elapsed

Initiating NSE at 21:08

Completed NSE at 21:08, 0.00s elapsed

Initiating NSE at 21:08

Completed NSE at 21:08, 0.00s elapsed

Initiating Ping Scan at 21:08

Scanning 3 hosts [4 ports/host]

Completed Ping Scan at 21:08, 0.23s elapsed (3 total hosts)

Initiating Parallel DNS resolution of 3 hosts. at 21:08

Completed Parallel DNS resolution of 3 hosts. at 21:08, 16.55s elapsed

Initiating SYN Stealth Scan at 21:08

Scanning 3 hosts [65535 ports/host]

Discovered open port 443/tcp on 81.218.253.194

Discovered open port 443/tcp on 81.218.125.63

Discovered open port 143/tcp on 81.218.125.64

Discovered open port 143/tcp on 81.218.125.63

Discovered open port 1720/tcp on 81.218.125.64

Discovered open port 1720/tcp on 81.218.125.63

SYN Stealth Scan Timing: About 4.66% done; ETC: 21:19 (0:10:35 remaining)

Discovered open port 18264/tcp on 81.218.253.194

SYN Stealth Scan Timing: About 9.29% done; ETC: 21:19 (0:09:56 remaining)

SYN Stealth Scan Timing: About 12.91% done; ETC: 21:20 (0:10:34 remaining)

SYN Stealth Scan Timing: About 17.49% done; ETC: 21:20 (0:09:45 remaining)

SYN Stealth Scan Timing: About 19.71% done; ETC: 21:22 (0:11:16 remaining)

SYN Stealth Scan Timing: About 22.44% done; ETC: 21:23 (0:11:59 remaining)

SYN Stealth Scan Timing: About 28.18% done; ETC: 21:26 (0:13:03 remaining)

SYN Stealth Scan Timing: About 34.40% done; ETC: 21:26 (0:12:08 remaining)

SYN Stealth Scan Timing: About 40.76% done; ETC: 21:27 (0:11:09 remaining)

SYN Stealth Scan Timing: About 45.70% done; ETC: 21:27 (0:10:11 remaining)

SYN Stealth Scan Timing: About 51.14% done; ETC: 21:27 (0:09:14 remaining)

SYN Stealth Scan Timing: About 56.58% done; ETC: 21:27 (0:08:16 remaining)

SYN Stealth Scan Timing: About 61.86% done; ETC: 21:27 (0:07:17 remaining)

Discovered open port 5061/tcp on 81.218.125.64

SYN Stealth Scan Timing: About 67.25% done; ETC: 21:27 (0:06:17 remaining)

SYN Stealth Scan Timing: About 72.48% done; ETC: 21:27 (0:05:18 remaining)

Discovered open port 5061/tcp on 81.218.125.63

SYN Stealth Scan Timing: About 77.79% done; ETC: 21:27 (0:04:19 remaining)

Discovered open port 264/tcp on 81.218.253.194

Discovered open port 5060/tcp on 81.218.125.64

Completed SYN Stealth Scan against 81.218.253.194 in 966.34s (2 hosts left)

SYN Stealth Scan Timing: About 82.90% done; ETC: 21:27 (0:03:20 remaining)

SYN Stealth Scan Timing: About 88.34% done; ETC: 21:28 (0:02:20 remaining)

Discovered open port 5060/tcp on 81.218.125.63

Discovered open port 3400/tcp on 81.218.125.64

SYN Stealth Scan Timing: About 93.57% done; ETC: 21:28 (0:01:18 remaining)

Completed SYN Stealth Scan against 81.218.125.64 in 1187.29s (1 host left)

Discovered open port 3400/tcp on 81.218.125.63

Completed SYN Stealth Scan at 21:29, 1260.63s elapsed (196605 total ports)

Initiating Service scan at 21:29

Scanning 14 services on 3 hosts

Service scan Timing: About 35.71% done; ETC: 21:31 (0:01:14 remaining)

Service scan Timing: About 42.86% done; ETC: 21:33 (0:02:08 remaining)

Service scan Timing: About 50.00% done; ETC: 21:34 (0:02:29 remaining)

Completed Service scan at 21:31, 151.53s elapsed (14 services on 3 hosts)

Initiating OS detection (try #1) against 3 hosts

Retrying OS detection (try #2) against 2 hosts

Initiating Traceroute at 21:32

Completed Traceroute at 21:32, 3.08s elapsed

Initiating Parallel DNS resolution of 8 hosts. at 21:32

Completed Parallel DNS resolution of 8 hosts. at 21:32, 16.56s elapsed

NSE: Script scanning 3 hosts.

Initiating NSE at 21:32

Completed NSE at 21:33, 50.64s elapsed

Initiating NSE at 21:33

Completed NSE at 21:35, 122.75s elapsed

Initiating NSE at 21:35

Completed NSE at 21:35, 0.00s elapsed

Nmap scan report for bzq-218-253-194.red.bezeqint.net (81.218.253.194)

Host is up (0.0071s latency).

Not shown: 65528 filtered ports

PORT      STATE  SERVICE      VERSION

264/tcp   open   fw1-topology Check Point FireWall-1 Topology

443/tcp   open   ssl/https?

| ssl-cert: Subject: commonName=gwf99ae8d/organizationName=smp_portals

| Issuer: organizationName=global

| Public Key type: rsa

| Public Key bits: 1024

| Signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2021-04-28T08:17:30

| Not valid after:  2022-04-29T08:17:30

| MD5:   7dfa e7cc 2c10 ac56 6817 5793 30e3 ca7b

|_SHA-1: c2e4 12b6 0f62 14d8 e1d5 27e8 f9ec 427f 6ee6 2498

|_ssl-date: 2022-01-30T19:33:13+00:00; 0s from scanner time.

500/tcp   closed isakmp

4500/tcp  closed sae-urn

18190/tcp closed unknown

18264/tcp open   unknown

18265/tcp closed unknown

Device type: general purpose

Running: Linux 3.X

OS CPE: cpe:/o:linux:linux_kernel:3

OS details: Linux 3.2 - 3.8

Uptime guess: 19.307 days (since Tue Jan 11 14:13:30 2022)

Network Distance: 12 hops

TCP Sequence Prediction: Difficulty=251 (Good luck!)

IP ID Sequence Generation: All zeros

Service Info: Device: firewall



TRACEROUTE (using port 18265/tcp)

HOP RTT ADDRESS

-   Hops 1-12 are the same as for 81.218.125.63



Nmap scan report for 81.218.125.63

Host is up (0.0070s latency).

Not shown: 65528 filtered ports

PORT     STATE  SERVICE      VERSION

143/tcp  open   imap?

443/tcp  open   ssl/http     Microsoft IIS httpd 8.5

| http-methods: 

|_  Supported Methods: GET HEAD POST OPTIONS

|_http-server-header: Microsoft-IIS/8.5

| ssl-cert: Subject: commonName=*.k-m.org.il

| Subject Alternative Name: DNS:*.k-m.org.il, DNS:k-m.org.il

| Issuer: commonName=GeoTrust RSA CA 2018/organizationName=DigiCert Inc/countryName=US

| Public Key type: rsa

| Public Key bits: 2048

| Signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2020-06-25T00:00:00

| Not valid after:  2022-06-25T12:00:00

| MD5:   6d2b 6341 68ac 35e4 4288 81c2 96f6 8371

|_SHA-1: ed33 4384 8882 091a 73ea 3f5b a0a0 50e0 723a 477e

1720/tcp open   h323q931?

3400/tcp open   ssl/csms2?

| ssl-cert: Subject: commonName=red_server/organizationName=Kiryat Malachi Municipality/countryName=il

| Subject Alternative Name: DNS:fw.k-m.org.il

| Issuer: commonName=Kiryat Malachi Municipality Remote Ethernet Device CA/organizationName=Kiryat Malachi Municipality/countryName=il

| Public Key type: rsa

| Public Key bits: 2048

| Signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2010-01-01T00:00:00

| Not valid after:  2038-01-01T00:00:01

| MD5:   0255 468c cf20 fea4 c8bd 66a4 c29e 62a5

|_SHA-1: b9b8 65e5 fc8a 24b0 bc44 a6f7 1e2a a587 e893 07d5

3410/tcp closed networklenss

5060/tcp open   sip?

5061/tcp open   sip-tls?

Device type: general purpose

Running (JUST GUESSING): OpenBSD 4.X (93%), FreeBSD 8.X|6.X|7.X (87%), Linux 2.6.X (86%), Apple Mac OS X 10.5.X (85%)

OS CPE: cpe:/o:openbsd:openbsd:4.0 cpe:/o:freebsd:freebsd:8.2 cpe:/o:linux:linux_kernel:2.6.29 cpe:/o:freebsd:freebsd:6.1 cpe:/o:freebsd:freebsd:7.0 cpe:/o:apple:mac_os_x:10.5.5

Aggressive OS guesses: OpenBSD 4.0 (93%), OpenBSD 4.3 (88%), FreeBSD 8.2-RELEASE (87%), Linux 2.6.29 (86%), FreeBSD 6.1-RELEASE (86%), FreeBSD 7.0-RELEASE-p5 (86%), FreeBSD 6.2-RELEASE (85%), Apple Mac OS X 10.5.5 (Leopard) (Darwin 9.5.0) (85%), FreeBSD 7.1-PRERELEASE 7.2-STABLE (85%)

No exact OS matches for host (test conditions non-ideal).

Uptime guess: 0.002 days (since Sun Jan 30 21:32:01 2022)

Network Distance: 13 hops

TCP Sequence Prediction: Difficulty=258 (Good luck!)

IP ID Sequence Generation: Randomized

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows



TRACEROUTE (using port 3410/tcp)

HOP RTT     ADDRESS

1   2.00 ms 192.168.86.1

2   3.00 ms 176-230-246-49.orange.net.il (176.230.246.49)

3   ... 6

7   6.00 ms 82.102.128.112

8   4.00 ms 82.102.128.113

9   5.00 ms 10.90.99.26

10  8.00 ms bzq-114-65-1.cust.bezeqint.net (192.114.65.1)

11  5.00 ms 10.190.5.5

12  6.00 ms bzq-218-253-194.red.bezeqint.net (81.218.253.194)

13  7.00 ms mail.k-m.org.il (81.218.125.63)



Nmap scan report for mail1.k-m.org.il (81.218.125.64)

Host is up (0.0065s latency).

Not shown: 65529 filtered ports

PORT     STATE  SERVICE      VERSION

143/tcp  open   imap?

1720/tcp open   h323q931?

3400/tcp open   ssl/csms2?

| ssl-cert: Subject: commonName=red_server/organizationName=Kiryat Malachi Municipality/countryName=il

| Subject Alternative Name: DNS:fw.k-m.org.il

| Issuer: commonName=Kiryat Malachi Municipality Remote Ethernet Device CA/organizationName=Kiryat Malachi Municipality/countryName=il

| Public Key type: rsa

| Public Key bits: 2048

| Signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2010-01-01T00:00:00

| Not valid after:  2038-01-01T00:00:01

| MD5:   0255 468c cf20 fea4 c8bd 66a4 c29e 62a5

|_SHA-1: b9b8 65e5 fc8a 24b0 bc44 a6f7 1e2a a587 e893 07d5

3410/tcp closed networklenss

5060/tcp open   sip?

5061/tcp open   sip-tls?

Device type: general purpose

Running (JUST GUESSING): OpenBSD 4.X (94%), Linux 2.6.X (86%), FreeBSD 6.X|8.X (86%), Apple Mac OS X 10.5.X (85%)

OS CPE: cpe:/o:openbsd:openbsd:4.0 cpe:/o:linux:linux_kernel:2.6.29 cpe:/o:freebsd:freebsd:6.1 cpe:/o:freebsd:freebsd:8.2 cpe:/o:apple:mac_os_x:10.5.5

Aggressive OS guesses: OpenBSD 4.0 (94%), OpenBSD 4.3 (89%), Linux 2.6.29 (86%), FreeBSD 6.1-RELEASE (86%), FreeBSD 8.2-RELEASE (86%), Apple Mac OS X 10.5.5 (Leopard) (Darwin 9.5.0) (85%)

No exact OS matches for host (test conditions non-ideal).

Uptime guess: 0.002 days (since Sun Jan 30 21:32:00 2022)

Network Distance: 13 hops

TCP Sequence Prediction: Difficulty=255 (Good luck!)

IP ID Sequence Generation: Randomized



TRACEROUTE (using port 3410/tcp)

HOP RTT     ADDRESS

-   Hops 1-12 are the same as for 81.218.125.63

13  6.00 ms mail1.k-m.org.il (81.218.125.64)



NSE: Script Post-scanning.

Initiating NSE at 21:35

Completed NSE at 21:35, 0.00s elapsed

Initiating NSE at 21:35

Completed NSE at 21:35, 0.00s elapsed

Initiating NSE at 21:35

Completed NSE at 21:35, 0.00s elapsed

Read data files from: C:\Program Files (x86)\Nmap

OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 3 IP addresses (3 hosts up) scanned in 1627.50 seconds

           Raw packets sent: 527196 (23.206MB) | Rcvd: 2542 (106.592KB)

                                                                                                                                                                     


